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Judge orders FBI to reveal whether White House
launched "Tor pedo’ torpedo exploits

Fbi

Alleged Playpen perverts win a concession

[> x
25 Oct 2016 at 00:56, Richard Chirgwin @y 0 0 @ 64 IT H I D k
A US judge overseeing an FBI “Playpen case” has told agents to reveal whether or not their investigative S f
hacking was approved by the White House. O twa re
The case is ?ne of several the Feds are pursuing against more than. 100 alleged users of the child sex TICkEtlng, KbESE, ASSEt
abuse material exchange network called the Playpen. The prosecutions have become test grounds over
investigators' use of hacking tools to unmask Tor users — Playpen was hidden in the Tor network and MQ mt: CM DB SEtUP &
agents injected tracking software into Playpen visitors' browsers to identify users. gEt Sta rtEd in JUSt 2m|n5_

In June, a judge hearing one of the Playpen cases in Virginia ruled that the FBI can hack any computer

. .. freshservice.com
in any country, if it wants.

During its investigation, the FBI compromised Playpen's Tor-protected distribution servers, leaving them
in operation to keep users visiting the service. The Feds then hacked the targets' computers to identify
the owners.

Three defendants in a Washington case — David Tippens, Gerald Lesan, and Bruce Lorente — are
challenging the legality of the G-mens' techniques in the case.

In an order filed October 24 in Tacoma, Washington, the defendants have landed a partial win. While
some of their discovery requests have been denied by US District Court Judge Robert Bryan, the judge
has ordered that the FBI tell the court whether or not its use of “Network Investigative Techniques” (NITs)
was okayed by the White House.

The defendants had asked the court to order discovery about whether the exploit used in the Playpen
operation was submitted to the White House's Vulnerabilities Equities Process (VEP), and what decision
the VEP made.

Judge Byran ruled that as it was framed, the request relating to the VEP was too broad to be allowed.
However, rather than ditching the request outright, the judge says the “The Government hould inform
Defendants and the Court in a brief memorandum or similar format two issues: (1) whether the “exploit
used in the Playpen operation . . . [was] submitted . . . to the [VEP],” and (2) the decision or outcome, if
any, made by the VEP. If answering these two simple questions requires the Government to reveal
classified information, the Government may make a showing to persuade the Court of proposed
limitations.”

The Register expects between now and Friday, when the FBI has to file its memorandum, there will be a
counter-filing.

The Playpen investigation also sparked last year's controversy over Carnegie-Mellon University's part. It
was accused of revealing de-anonymisation research to the FBI in 2014, and last November said it
wasn't paid for the research, but rather, served with a subpoena. ®
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4 Thisis not a drill: Hackers

US Senator Wyden: Why  Senator Wyden recalls Congress presents plan % pop stock Nexus 6P in
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Possible reprieve for the
venerable A-10 Warthog

I've arrived on Mars.
Argggh, my back!

US Senate strikes down

Pressure mounts

against Rule 41 — the warrantless access to open-access FBI

FBI's power to hack Tor, your browser history hacking warrant by just

VPN users on sight Two more attempts coming one honest vote
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Ebook- true or false: debunking flash myths

This e-book addresses common misconceptions about enterprise flash storage, providing
clarity for anyone using or considering flash in enterprise environments. Learn about old ...

Dell EMC VxRail™ appliance cost and maintenance advantages

Dell EMC VxRail cost advantage versus BYO comes primarily from personnel support and

facilities. .
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Why layered security is important

Using several different cyber security solutions that work together to reduce the attack
surface of a networked system.

ForeScout extended module for palo alto networks wildfire

Many of the attacks seen today rely on stealth, persistence and the skilled avoidance of
traditional security systems.

Good luck securing 'things' when
users assume 'stuff just works’

Democralypse Now? US election
first battle in new age of
cyberwarfare
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You've been hacked. What are you
liable for?
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Securing Office 3657 There's always
more you can do

Researchers crack Oz Govt medical
data in 'easy' attack with PCs

IBM botched geo-block designed to
save Australia's census
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DDoS attacks: For the hell of it or
targeted — how do you see them off?

Victoria Police warn of malware-
laden USB sticks in letterboxes
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