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Al Qaeda operational encryption and security
practices (pre 9/11). Casio programmable
calculators, prolly not military grade
encryption

bers into his own Casio and, having pressed the ‘enter’ key decrypted the
entire message which would be delivered to the emir for whom it was in-
tended or directly to bin Laden.

All these committees regularly met with, and regularly reporte o _
. . . . It was Abu Tariq al-Tunisi who ?et up this system and messages were
to, the al-Qaeda leadership who archived minutes on their computer o e e e o o e o e communi-

cations person at the Kandahar camp was Abu Said al-Masri.

There was a separate computer for each committee and these were n Communications with the Taliban on the front line (agains the

Nort%xemAAlhance), al»Q?eda guest-houses and certain other set-ups to
connected to the internet or intranet. They were housed in the MILita: o Ve e whh e fhor these st on o masee
C ommittee 'S bui]_ ding placed on high points between the different al-Qaeda locations.

Osama bin Laden did not use these communications devices himself,
Abu Said al-Masri took care of all electronic systems. The person in
charge of this in the guest-house in Kabul was Abu Ammar al-Dhalei.
The organisation had three communications centres: Jalalabad, Kabul

Bin Laden and al-Qaeda were very aware of security where commur  anxandanar
Cations were Concerned' They- knew that American Satellites and Iiste The frequency they used was in the region of 7000 kilohertz. For

private communications, a predetermined frequency - with its own
- . . name - would be used. To use this system, the person he wished to com-
ing devices could intercept and locate them. smunicats with would b sent s maeseage i advance saying, fo exampl,
‘use Mohammad'. The receiver would then tune into that frequency and
the sender would transmit on it. Frequencies and their passwords were
changed every three months by al-Qaeda’s Military Committee and se-

The Sheikh used a solar-powered radio transmissions system maq e communicatedtothethree entres mentioned above.
by the Japanese company, Yaesu, to communicate With the GUEs o eammi e wian aucspeing raiban memoe mesent i
houses, camps, and other al-Qaeda installations in Afghanistan. The
messages were encrypted in the following way: first the letters we
turned into numbers, using a pocket computer (Casio FX-795P) ¢
which the English letters were covered by Arabic characters. The ope
ator typed the message on this modified keyboard and the programn'I
then transformed them into numbers when the ‘enter’ key was touche *

The system then asked which town the message was to be sent t
Once the operator had entered the town concerned (Kandahar, Kabul:
Jalalabad) the programme produced another series of numbers. It w

this final set of figures that the operator then transmitted on the Yae:
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These days many of them are using telegram :p
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Daniel Hadfield @daniel hadfield - 4 h
Looks like Tleegram is compromised though :D
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