
SmartAboutThings	shares	a	report	from	Windows	Report:	If	you	installed	the	"Steam	Inventory	Helper"	on	your
computer,	you	may	want	to	uninstall	it	as	soon	as	possible.	Recent	reports	suggest	that	this	extension	used	to	buy
and	sell	digital	goods	on	Steam	is	spying	on	its	users.	Redditor	Wartab	made	a	thorough	analysis	of	the	tool	and
reached	the	following	conclusions:	The	spyware	code	tracks	your	every	move	starting	from	the	moment	you	visit	a
website	until	you	leave.	It	also	tracks	where	you	are	coming	from	on	the	site;	Steam	Inventory	Helper	tracks	your
clicks,	including	when	you	are	moving	your	mouse	and	when	you	are	having	focus	in	an	input;	When	you	click	a	link,
it	sends	the	link	URL	to	a	background	script;	Fortunately,	the	code	does	not	monitor	what	you	type.	Apparently,	the
purpose	of	this	spyware	is	to	collect	data	about	gamers	for	promotional	purposes.
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Yet	another	argument	for	source	code	(Score:3)
by	DrYak	(	748999	)	on	Wednesday	September	20,	2017	@06:19AM	(#55230281)	Homepage
Yet	another	argument	showing	why	it	is	better	to	favour	software	with	visible	source	code.
Not	that	the	GPL	contains	"magic	pixie	dust"	in	it	that	miraculously	repel	this	kind	of	abuse.
But	it	just	makes	this	kind	of	analysis	a	little	bit	more	easy.
Here	author	manager	to	get	a	hang	of	what	the	extension	is	doing,	because	it's	still	in	javascript	(theoretically
humean-readable)	though	still	heavily	obscured	(the	analyst	provides	links	to	slightly	de-obscured	files).
If	this	was	a	completely	opaque	closed	source	binary,	analysis	would	have	been	much	more	difficult.
On	the	other	hand,	if	this	was	a	completely	free/libre	opensource	software,	this	kind	of	analysis	would	have	been
much	easier	and	could	happen	much	earlier	(and	you	would	expect	de-spyware-ified	forks	to	pop-up	on	github	at
the	same	time	as	such	disclosure).
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Re:	(Score:2)
by	DrXym	(	126579	)
Source	code	doesn't	help	unless	you	have	a	surefire	way	to	guarantee	that	the	binary	you're	running	was	built
exactly	from	that	source	code.	And	if	the	binary	has	dependencies	on	other	libraries	then	the	same	applies	to
them.	And	the	compiler	toolchain.	And	if	the	binary	executes	html	content	or	scripts,	potentially	fetched	from	the
web	then	even	that	doesn't	prevent	potential	abuse.
1	hidden	comment

Re:	(Score:3)
by	Wootery	(	1087023	)
Because	as	far	as	I	can	tell	it's	a	Chrome	extension,	but	for	some	reason	neither	the	summary	nor	the	linked
articles	bother	to	make	this	clear.

Re:	(Score:2)
by	Z00L00K	(	682162	)
Sometimes	it's	a	thin	line	between	benign	and	malicious.

Possibly	innocent?	(Score:2)
by	Presence	Eternal	(	56763	)
Could	it	just	be	related	to	creating	and	working	with	a	custom	ui	on	the	steam	website?
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