
<Thread>	Hi	@WikoMobile	 !	Let's	talk	about	the
ApeSaleTracker	and	ApeStsMonths	apps	found	in	your
phones.
These	apps	are	pre-installed	system	apps	which	send
regularly	and	silently	the	user	infos	to	a	Chinese	3rd	party
called	Tinno	by	HTTP	or	SMS	without	user	consent
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Elliot	Alderson
@fs0c131y

En	réponse	à	@fs0c131y	@WikoMobile
Let's	summarise:
1.	@WikoMobile	and	Tinno	is	collecting	your	device	info
without	user	consent
2.	As	an	end	user	you	have	no	way	to	disable	it.
3.	They	send	SMS	to	China	with	your	data	without	user
consent
4.	They	send	your	data	in	clear	text
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Elliot	Alderson
@fs0c131y

This	is	a	big	lie	and	I	have	the	decompiled	source	code	of
these	apps	to	prove	it
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20	NovGilbert	Kallenborn @gkallenborn
En	réponse	à	@fs0c131y	@WikoMobile
Wiko	told	me	that	they	do	not	send	the	GSM	cell	location
data	and	that	they	don't	use	SMS.	They	use	HTTP,	but
encrypt	the	data	before	sending	(with	RSA).	No	user	or
usage	data	is	ever	sent,	according	to	Wiko.	What	do	you
think	about?

Elliot	Alderson
@fs0c131y

Please	check	the	decompiled	source	by	yourself	or	by
technical	expert.	@WikoMobile	can	answer	what	they
want,	they	can't	go	against	the	code	they	wrote
github.com/fs0c131y/ApeSa…
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20	NovElliot	Alderson @fs0c131y
En	réponse	à	@gkallenborn	@WikoMobile
This	is	a	big	lie	and	I	have	the	decompiled	source	code	of
these	apps	to	prove	it

Elliot	Alderson
@fs0c131y

fs0c131y/ApeSaleTracker
Decompiled	source	code	of
ApeSaleTracker.	Contribute	to
ApeSaleTracker	development	by	creating
an	account	on	GitHub.github.com

Replying	to	@fs0c131y	and	2	others
1.	The	RSA	part	is	true.	They	encrypt	the	message
content	with	an	hardcoded	key
2	.	The	SMS	is	used	as	a	backup	method.
3.	They	send	the	GSM	Cell	Location	in
ApeStsMonthsgithub.com/fs0c131y/ApeSt…
3:40	PM	-	Nov	20,	2017
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Elliot	Alderson
@fs0c131y

fs0c131y/ApeStsMonths
Decompiled	source	code	of
ApeStsMonths.	Contribute	to
ApeStsMonths	development	by	creating
an	account	on	GitHub.github.com
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