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sorted	by:	

[–] BatDogOnBatMobile Nightly	|	Windows	10 	52	points	2	days	ago*	

I	just	noticed	it	too.	It's	apparently	a	new	shield	study	( pug.experience@shield.mozilla.org ).	Seems	to	just
make	some	page	modifications	and	send	an	extra	header	to	partner	websites	if	a	particular	pref	is	 true 	(it	was
false 	for	me).
permalink embed save report reply

[–] WellMakeItSomehow 	75	points	2	days	ago*	

So	it's	an	experiment	called	"PUG	ARG"	to	check	whether	page	contents	sniffing	works.	Its	page	doesn't	reference	any
Bugzilla	issue	or	Wiki	page,	while	https://wiki.mozilla.org/Firefox/Shield/Shield_Studies/Queue	most	likely	doesn't	list
it.

And	we	have	lovely	plans	like	"Messaging	Study	with	action	link	to	external	site	(survey,	Brain	Games,	interface
testing,	external	user	task	tool)"	(from	here)	and	"Site	Enhance"	which	seems	to	be	"add-on	recommendations".

Are	we	going	back	to	the	old	days	of	Bonzi	Buddy	and	browser	toolbars	that	"enhance	your	we	browsing	experience"?

EDIT:	The	source	code	references	https://support.mozilla.org/kb/lookingglass,	which	(as	of	now)	only	says	"test	-
12817".

EDIT	2:	So	the	add-on	tests	whether	specific	words	can	be	detected	on	sites;	the	current	list	has	nice	picks	like
"revolution"	and	"privacy".	Of	course,	this	is	only	a	test,	but	in	the	future	Firefox	might	look	for	specific	terms	in	the
pages	you	load	and	do	specific	things	based	on	them.

The	other	thing	it's	doing	is	to	send	an	extra	header	to	three	specific	sites:	https://github.com/gregglind/addon-
wr/blob/da464ac8f1c3b089405ca96fc68b999d2b624ef4/addon/webextension/background.js#L52.	I	suppose	the
words	and	the	domain	are	a	reference	to	the	Mr.	Robot	series.

The	add-on	describes	itself	as	an	"Augmented	Reality	Game	Experience"	and	was	made	by	a	certain	"PUG	Experience
Group":	https://github.com/gregglind/addon-wr/blob/da464ac8f1c3b089405ca96fc68b999d2b624ef4/package.json.

Of	course,	Shield	Studies	are	supposed	to	be	a	way	of	making	"more	informed	product	decisions	based	on	actual	user
needs".

Pinging	/u/mythmon	about	why	I'd	rather	have	these	disabled.
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[–] Carighan Developer	Edition 	70	points	2	days	ago	

So	it's	an	experiment	called	"PUG	ARG"	to	check	whether	page	contents	sniffing	works.	Its	page	doesn't
reference	any	Bugzilla	issue	or	Wiki	page,	while	https://wiki.mozilla.org/Firefox/Shield/Shield_Studies/Queue
most	likely	doesn't	list	it.

This	is	such	a	weird	thing.

It's	bad	enough	they're	riding	these	experiments	on	the	backs	of	users	expecting	a	more	secure	and	privacy-
minded	browser	experience	than	say,	Chrome.

But	then	to	not	even	have	documentation	for	it	in	place?

I	mean	c'mon	Mozilla,	you're	making	Google	look	like	an	upstanding	citizen.	This	is	shady	as	fuck.	:<
permalink embed save parent report reply

[–] TheNSACares 	15	points	2	days	ago	

Shield	study	page	still	says	it	is	opt-in,	has	that	changed?	Documentation	is	an	issue,	especially	when	it's
not	obvious	what	the	addon	is	or	what	it	is	doing.
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[–] RS-Tom 	23	points	2	days	ago	

Fresh	install	on	multiple	OS	and	it	looks	like	you	are	now	auto	opted	in,	gone	to	Preferences,	Privacy
&	Security,	scroll	down	to	Firefox	Data	Collection	and	Use,	untick	"Allow	Firefox	to	install	and	run
studies".
permalink embed save parent report reply

[–] WellMakeItSomehow 	9	points	2	days	ago*	

Take	care	with	that	check	box	since	I've	had	it	get	enabled	again	from	time	to	time,	at	least	in
nightlies:
https://www.reddit.com/r/firefox/comments/7i4puf/zombie_shield_studies_checkbox_keeps_c
oming_back/
permalink embed save parent report reply
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[–] Cryptonical 	16	points	1	day	ago	

I	didn't	opt-in.	this	was	installed	after	updating	my	browser	it	seems.
permalink embed save parent report reply

[–] q928hoawfhu 	6	points	16	hours	ago	

Pretty	obviously	not	opt-in,	since	I	sure	as	hell	didn't	opt-in,	and	yet	here	it	is	in	my	browser.
permalink embed save parent report reply

[–] WellMakeItSomehow 	5	points	2	days	ago	

I	think	some	of	them	are	opt-in	(a	bar	thing	appears	at	the	top),	but	others	aren't.	For	example,	see
this	thread	about	another	experiment	for	collecting	anonymized/randomized	home	page	URLs	on	an
opt-out	basis:	https://groups.google.com/forum/#!topic/mozilla.governance/81gMQeMEL0w.

But	the	point	of	that	wasn't	to	collect	home	page	URLs,	but	to	validate	the	RAPPOR	implementation
in	Firefox	so	it	can	be	used	for	collecting	browsing	history,	as	part	of	the	opt-out	telemetry.
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[–] zombieblender 	24	points	2	days	ago	

Definitely	Mr.	Robot	related	from	the	domains	and	the	word	list	(red	wheelbarrow	which	is	a	domain,	is	an
important	location	in	season	3,	whiterose	is	a	key	character,	etc)	Wonder	if	the	Mr	Robot	ARG	guys	are	onto	it
already	at	/r/ARGsociety

Weird	that	it's	part	of	an	official	firefox	update.	I	disabled	the	addon	but	will	definitely	follow	to	see	what	comes
of	it.	Funny	that	the	only	mention	of	it	anywhere	on	the	web	is	this	thread.
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[–] vanderZwan Developer	Edition 	6	points	2	days	ago*	

So	the	add-on	tests	whether	specific	words	can	be	detected	on	sites;	the	current	list	has	nice	picks	like
"revolution"	and	"privacy".	Of	course,	this	is	only	a	test,	but	in	the	future	Firefox	might	look	for	specific	terms
in	the	pages	you	load	and	do	specific	things	based	on	them.

Did	you	even	bother	to	read	the	repo	properly?	There	is	a	TESTPLAN.MD	which	gives	some	very	clear	hints	what
this	is	about:

1.	 Omnipresent	page	modifications

Goal:	See	that	the	page	modification	effect	exists	IFF	the	pref	is	enabled.

General	effect:	for	specific	words	like	privacy	and	control,	they	will	appear	flipped,	then	after	2-6
seconds,	revert.	A	hover	box	will	exist	for	each	with	a	link	to	SUMO.

Note:	partial	matches	/	subsets	of	words	will	also	trigger	the	effect.

1.	 Setup

-	open	`about:config`
-	PREFERENCE:		`extensions.pug.lookingglass`
-	open	PRIVACYPAGE:	`https://www.mozilla.org/en-US/privacy/firefox/`

1.	 With	PREFERENCE	FALSE

1.	 visit:	https://www.mozilla.org/en-US/privacy/firefox/	has	'modified'	"Privacy"
2.	 CONFIRM	no	noticable	effects

2.	 With	PREFERENCE	TRUE

1.	 visit	or	refresh	privacy	page.

2.	 Observe:

1.	 Words	such	as	'privacy'	are	upside	down.
2.	 Between	2-6	seconds	later,	they	revert
3.	 If	you	hover	on	those	words	(in	either	flipped	or	normal	state),	a	tooltip	appears,

linking	to	a	SUMO	page.

3.	 After	setting	preference	to	false,	effect	should	disappear.

https://github.com/gregglind/addon-wr/blob/master/TESTPLAN.md

It's	pretty	obvious	this	is/will	be	about	bringing	awareness	to	how	someone	can	hijack	your	browsing	experience
without	you	realising	it	(for	example	via	an	add-on)	by	making	the	changes	to	the	webpage	obvious.	Of	course
such	a	project	is	done	secretly;	announcing	it	would	defeat	the	whole	point.

The	complains	here	are	basically	being	paranoid	about	Mozilla	doing	this,	while	the	point	of	this	trying	to	make
the	general	public	realise	they	should	be	more	paranoid.	It's	a	bit	like	Ken	Thompson's	Reflections	on	Trusting
Trust
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[–] sensible_human 	15	points	1	day	ago	

Did	you	even	bother	to	read	the	repo	properly?

What	exactly	is	a	"repo"?	How	is	the	average	Firefox	user	supposed	to	understand	this?
permalink embed save parent report reply

[–] careseite 	8	points	1	day	ago	

Tbf	the	average	user	won't	find	this	or	if	he	finds	it	he	wouldn't	care.	But	telling	others	to	read	the
repo	if	you	find	something	unusual	is	usually	hardcore	overkill.
permalink embed save parent report reply

[–] sensible_human 	4	points	1	day	ago	

But	what's	a	repo?
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[–] ibbolia 	4	points	1	day	ago	

Short	for	"repository",	it's	a	public	place	to	store	source	code	of	a	program.
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[–] sensible_human 	9	points	1	day	ago	

Nice!	I	appreciate	the	concise	definition,	as	well	as	/u/_zenith's	elaboration.

You	know,	I	was	this	close	to	becoming	a	CS	major	in	college,	when	I	decided	I
didn't	want	to	sit	in	front	of	a	computer	all	day.	And	look	where	I	am	now!	*alt-
tabs	from	reddit	to	Powerpoint*
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[–] KrautCat 	2	points	5	hours	ago	

It	doesn't	need	to	be	public.
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[–] _zenith 	4	points	1	day	ago*	

Repository.	A	database	for	code	that	tracks	changes	and	allows	for	branching	and
merging	of	such	changes	(this	is	basically	where	beta	and	nightly	releases	come	from	-
before	they're	merged	into	stable	releases).	Common	examples	of	such	repository
software	would	be	Git	and	Mercurial.	GitHub,	as	the	name	suggests,	is	a	very	well	known
Git	repository	host,	as	is	BitBucket	(who	offer	both	Git	and	Mercurial).
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[–] WellMakeItSomehow 	8	points	1	day	ago	

I'm	not	sure	I	get	your	point.	The	test	plan	describes	how	the	add-on	should	have	no	effect	when	it
shouldn't	(if	it's	disabled,	or	you're	on	the	wrong	site).	The	add-on's	effect	are	obvious	in	this	case,	of
course,	but	if	it's	testing	a	mechanism	of	sniffing	page	contents,	it	doesn't	have	to	be	obvious	in	the
future.

There's	also	the	whole	Activity	Stream	/	Context	Graph	initiative	that's	based	around	mining	the	user's
history.

As	for	this	add-on,	it's	probably	just	a	game,	as	its	name	says.	It's	not	about	educating	users	about	the
dangers	of	add-ons,	hidden	or	not.
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[+] [deleted]	1	day	ago	(7	children)

[–] vasa1 	33	points	2	days	ago	

Quite	an	arrogant	explanation.	While	it	may	make	sense	to	insiders,	what	is	the	"average"	user	to	feel
when	unwanted	extensions	appear	on	her	system?
permalink embed save parent report reply

[–] vanderZwan Developer	Edition 	5	points	2	days	ago*	

Hopefully	the	same	feeling	they'd	feel	when	discovering	their	internet	provider	injects	JavaScript	into
their	webpages,	or	that	an	add-on	is	secretly	a	cryptocurrency	miner.

And	no,	I	don't	think	I'm	being	arrogant	to	call	people	out	for	presuming	that	Mozilla	is	doing	stuff
like	this	for	shady	purposes.	It's	a	foundation	championing	an	open	internet.	Ignoring	that,	if	this
was	for	hush	hush	nefarious	purposes,	we	wouldn't	exactly	be	seeing	the	source	code	uploaded	on
Github,	now	would	we?
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[–] sensible_human 	33	points	1	day	ago	

when	discovering	their	internet	provider	injects	JavaScript	into	their	webpages,	or	that	an
add-on	is	secretly	a	cryptocurrency	miner.

The	average	user	has	no	idea	what	any	of	that	means.	You're	being	arrogant.	99.9%	of	Firefox
users	are	not	programmers.
permalink embed save parent report reply
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[–] CorneliusAlphonse 	8	points	1	day	ago	

I	dont	have	addons,	except	one	that	blocks	all	javascript	(and	ads).	Losing	functionality	in
favour	of	privacy	is	an	acceptable	tradeoff	for	me.	I	don't	trust	the	security	of	anything,	but	I
volunteered	to	give	my	data	to	Mozilla	in	attempt	to	improve	their	browser,	and	support	the
best	choice	of	Free	browser.	In	response,	I	get	this	privacy	violating	addon	auto-installed
without	consent.

I've	disabled	all	telemetry	and	updates,	and	am	considering	my	options	for	switching	to	other
browsers.
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[–] WellMakeItSomehow 	8	points	1	day	ago	

The	code	and	roadmaps	(for	other	features,	if	not	this	add-on)	are	there,	if	anyone	cares	to
read	them.

For	example:

Activity	Stream,	across	all	platforms.	AS	is	a	significant	short-term	new	consumer	of	user
data,	and	a	long-term	generator	of	reusable	data.	Delivering	a	good	AS	experience	requires
capturing	new	data	and	going	far	beyond	the	current	capabilities	of	Sync	and	Places,	but
the	team	lacks	the	leverage	or	expertise	to	make	those	changes.

New	product	teams	and	ET	explorations	wishing	to	use	and	collect	user	data.

[...]

[If	the	sync/storage	platform	doesn't	get	re-architected]	We	will	be	largely	unable	to	offer
Context	Graph-like	features	on	top	of	existing	user	data.	Telemetry	data	and	Pocket	will
thus	be	the	foundation	of	Context	Graph.	Activity	Stream	will	soon	face	significant
difficulties	in	storing	and	syncing	new	data.

[...]

In	addition	to	the	concrete	definitions	of	success	in	each	phase,	we’ll	know	the	overall	effort
has	been	successful	if:

The	organization	displays	a	culture	of	holistic	thinking	around	user	data	across	the
Firefox	ecosystem.
Product	managers	feel	more	empowered	to	drive	experiences	that	rely	on	new,
integrated	user	data.

That	was	from	https://mozilla.github.io/firefox-browser-architecture/text/0008-sync-and-
storage-review-packet.html.	Does	it	mention	encryption?	Yes.	But	does	it	sound	like	mining
user	data?	Yes,	it	does.

I'd	like	to	know	what	the	final	purpose	of	the	AS/CG	projects	is,	but	the	Mozilla	Wiki	is	rather
silent	on	that.	Look	at	https://wiki.mozilla.org/Context_Graph.	It	mentions	site
recommendations	(may	I	call	those	ads?),	understanding	pages	to	better	understand	the
users'	interaction	with	them,	understanding	the	users'	navigation	actions,	and	collecting
browsing	history.

You	can	also	take	a	look	at	the	RAPPOR	thread	I	linked	above.
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[–] VenditatioDelendaEst Firefox	Linux 	6	points	1	day	ago	

Does	it	mention	encryption?	Yes.

And	the	section	about	encryption	reads	like	a	love	letter	to,	"all	the	things	we	could	do	if
it	weren't	for	that	pesky	client-side	crypto".
permalink embed save parent report reply
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[–] zetec 	26	points	1	day	ago	

I	just	noticed	this	extension	myself	and	this	thread	was	one	of	the	first	results	from	Google.	Don't	pretend
that	checking	repos	for	extensions	I	didn't	even	install	is	somehow	my	responsibility.

Your	comment	is	beyond	arrogant	and	is	frankly	insulting.
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[–] Compizfox Developer	Edition	|	Arch/Windows 	4	points	1	day	ago	

Calm	down	dude..

I	don't	think	his	comment	was	directed	to	the	average	Firefox	user,	nor	does	it	excuse	this	behavior
by	Mozilla.	Rather,	it	was	directed	to	the	guy	he	replied	to,	correcting	some	speculations.

I	also	don't	see	how	that	comment	was	arrogant	for	suggesting	to	read	through	that	GitHub	repo
since	the	parent	comment	already	linked	that	in	the	first	place...
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[–] WellMakeItSomehow 	8	points	1	day	ago	

I'd	actually	read	the	test	plan	and	the	source	code,	which	should	have	been	clear	(my	fault	if	it
wasn't)	from	the	comment	they	replied	to.

But	there's	nothing	in	the	repository	showing	that	"the	point	of	this	trying	to	make	the	general
public	realise	they	should	be	more	paranoid",	and	frankly	it	doesn't	make	much	sense	either.
So	their	comment	was	actually	rather	arrogant	and	uncalled	for.
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[–] zetec 	12	points	1	day	ago	

Did	you	even	bother	to	read	the	repo	properly?

This	was	uncalled	for.
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load	more	comments	(4	replies)

[–] sebboh- 	2	points	1	day	ago	

I	thought	the	'looking	glass'	language	was	related	to	the	USA	FCC's	Net	Neutrality	vote	tomorrow.

This	site	mentions	some	of	that	language,	but	as	you	can	see,	it	didn't	originate	there:
http://apas.gr/2017/12/a-case-against-net-neutrality/	[NOTE:	I	don't	condone	that	commentary,	I	didn't	even
read	it	all.]

Perhaps	the	Mozilla	foundation	is	making	the	case	that	it's	important	to	be	able	to	trust	your	internet?
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[–] WellMakeItSomehow 	5	points	1	day	ago	

No,	it's	just	a	game	or	something	:).
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[–] Compizfox Developer	Edition	|	Arch/Windows 	2	points	1	day	ago	

That	definitely	looks	like	a	Mr.	Robot	ARG.
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load	more	comments	(5	replies)

[–] NEEDS__COFFEE Firefox	|	Ubuntu 	45	points	1	day	ago	

Got	this	as	well	(57.0.1).	While	I	intentionally	never	opted	out	of	Firefox	studies,	this	certainly	freaked	me	out	a	bit.
Would	have	been	fine	with	it	had	the	extension	description	said	it	was	part	of	a	study	and	not	"MY	REALITY	IS
DIFFERENT	THAN	YOURS."	That's	not	a	good	thing	to	have	the	only	message	to	users	as	to	what	your	extension	is	or
does.
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[–] BoarsLair 	20	points	1	day	ago	

I've	also	intentionally	left	telemetry	and	studies	on,	because	they're	helpful	to	Mozilla.	Thanks	to	this,	I'm	now	turning
them	off.	I'll	consider	turning	them	back	on	if	we	see	any	contrition	about	this,	and	a	promise	to	tighten	up	guidelines
for	these	sorts	of	things.
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[–] chronoreverse 	13	points	21	hours	ago	

Expecting	an	apologetic	attitude	from	Mozilla	is	a	lost	cause.	It's	full-on	arrogance	nowadays	and	I	fully	expect	to
be	told	how	wrong	I	am	for	thinking	this.
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load	more	comments	(4	replies)

[–] GOTTA_BROKEN_FACE Firefox 	34	points	1	day	ago	

Yeah.	This	pissed	me	off.	Really	pissed	me	off.	Whoever	was	in	charge	of	putting	this	weird	ass	extension	with	no	real
description	or	anything	can	fuck	right	off.	Go	work	at	Google	or	something.
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[–] _efes Firefox	|	Arch 	9	points	23	hours	ago	

I	second	that.	The	text	felt	super	fishy	and	I	was	definitly	irritated.	Seemingly	it's	just	some	inside	joke	but	please
Mozilla,	that's	rather	unprofessional	if	you	ask	me.	As	a	result	I'm	opting	out	of	any	further	studies.
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[–] sim642 	115	points	1	day	ago	

On	moznet#firefox:

18:34:24	<	sim642>	What	the	fuck	conspiracy	shit	is	this	Looking	Glass	-	MY	REALITY	IS	JUST	DIFF
ERENT	THAN	YOURS?	An	extension	automatically	added	without	a	normal	description
18:38:15	<&Mossop>	sim642:	It's	a	Mozilla	written	shield	study	which	wasn't	meant	to	be	visible.
	I	don't	think	the	developers	realised	the	consequences
18:38:55	<	sim642>	Why	hasn't	this	already	been	pulled	then?
18:39:38	<&Mossop>	sim642:	Good	question
18:41:07	<	sim642>	This	is	extremely	scary	that	some	guy	can	just	deploy	whatever	extension	they
	want	to	the	public
18:41:42	<	sim642>	That	description	might	just	as	well	mean	the	extension	flat	out	stole	all	my	
passwords
18:42:00	<&Mossop>	Yes,	it	is	not	ideal

permalink embed save report reply

[–] RS-Tom 	59	points	1	day	ago	

What	do	they	mean	by	"wasn't	meant	to	be	visible"?

Do	they	mean	it's	not	meant	to	be	shown	to	an	end	user,	but	still	there	in	the	browser?	Or	that	it	was	never	meant	to
be	pushed	to	the	public?
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[–] Luke-Baker Nightly	Windows	10 	27	points	1	day	ago	

Do	they	mean	it's	not	meant	to	be	shown	to	an	end	user,	but	still	there	in	the	browser?

Yes.	That's	how	"experiments"	work.	You	can	change	this	with	the	extensions.ui.experiment.hidden	about:config
preference.	Regardless,	they	should	show	on	the	about:support	page	under	the	Features	category.

You	can	disable	experiments	either	with	the	experiments.enabled	about:config	setting,	or	by	unchecking	"Allow
Firefox	to	install	and	run	studies"	in	about:preferences	under	"Firefox	data	collection	and	use".
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[–] RS-Tom 	15	points	1	day	ago	

So	why,	when	it	is	turned	off,	are	people	getting	this	installed	and	it	"mysteriously"	being	turned	back	on?
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[–] Luke-Baker Nightly	Windows	10 	16	points	1	day	ago	

I	haven't	seen	anyone	get	to	the	bottom	of	that.	If	it	happens	to	you,	see	the	comments	on	Zombie
"Shield	studies"	checkbox	(keeps	coming	back)	for	the	debugging	info	the	developers	requested.
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[–] DrBubbleBeast 	3	points	1	day	ago	

If	that	is	happening,	then	my	guess	would	be	that	when	it	updates	it	resets	your	settings	as	well.
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[–] vonKunst 	4	points	1	day	ago*	

Unchecking	"Allow	Firefox	to	install	and	run	studies",	doesn't	change	the	value	of	"experiments.enabled"	to
false	in	about:config,	so	is	doing	the	first	enough?
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[–] aegrotatio 	5	points	21	hours	ago	

What	setting	does	this	actually	change?	I	turned	off	experiments	in	the	Privacy	menu	but	didn't	see
anything	change	in	about:config.	The	experiments:enabled	setting	was	still	set	to	"true."
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[–] JohnMcPineapple Developer	Edition 	9	points	1	day	ago	

You	can	change	this	with	the	extensions.ui.experiment.hidden	about:config	preference

This	automatically	turns	itself	on	again	every	time	I	open	the	addons	menu.	Very	suspicious.
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[–] Luke-Baker Nightly	Windows	10 	11	points	1	day	ago	

�	You	can	lock	it	in	mozilla.cfg:

lockPref("extensions.ui.experiment.hidden",	false);
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[–] insatsproblematik 	28	points	1	day	ago	

people	REALLY	shouldn't	have	to	do	this.

i've	been	running	firefox	since	it	was	called	netscape,	but	this	quantum-release,	besides	being
worse	in	most	everyday-aspects	for	me	personally,	has	now	also	broken	all	trust.	shame	i	have
fuck	all	trust	for	chrome	either.

i	miss	the	days	when	the	internet	wasn't	a	data-collecting,	bloated	cargoship	of	ad-delivery
sites	with	terrible	articles	written	by	bots.
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[–] RarePepeAficionado 	6	points	14	hours	ago	

I	switched	to	Firefox	from	Chrome	for	Quantum	and	was	just	getting	used	to	it.	And	now
Firefox	is	pushing	mysterious	shit	into	my	browser	and	the	only	official	thing	I've	seen	is
"oh,	you	weren't	supposed	to	know	that	happened?"

Might	as	well	just	go	back	to	fucking	Chrome.
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[–] __i0__ 	2	points	15	hours	ago	

So	it's	not	just	me	wondering	where	all	my	beautiful	memory	went?	Every	time	I	open
FF	with	my	140	tabs	on	8	windows	I	get	an	image	of	Baron	Harkonnen	floating	by.
http://filmfamine.com/wp-content/uploads/2016/12/dune-baron-harkonnen-
1024x677.jpg

Don't	judge	me,	they	specifically	said	Quantum	is	for	people	like	me
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[–] tprata 	2	points	14	hours	ago	

Try	1400	tabs	on	the	same	8	windows.	I'm	still	trying	to	recover	everything	from
the	last	crash	due	to	low	memory
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[–] Retticle 	1	point	14	hours	ago	

I'm	still	trying	to	recover	everything	from	the	last	crash	due	to	low
memory

If	that's	actually	an	issue	for	you,	you	may	need	a	better	workflow.
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[–] tprata 	2	points	13	hours	ago	

Not	wrong,	but	my	old	workflow	went	out	of	the	window	when	most	of
my	old	plugins	stopped	working	at	the	same	time	as	this.	That	was	a
pretty	old	session	that	survived	literally	years,	several	hard	crashes,
and	multiple	migrations.	It	just	got	into	trouble	when	most	of	my
failsafes	went	out	at	the	same	time.	Should	be	able	to	recover
everything,	it's	just	going	to	be	a	pain	in	the	ass	and	take	me	a	couple
of	hours	that	I	still	couldn't	take
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continue	this	thread

[–] sina- 	25	points	1	day	ago	

Luckily	I	didn't	have	this.	But	I	still	don't	feel	safe	knowing	that	my	browser	can	download	and	silently	run
extensions	without	my	knowledge.	Especially	considering	they	try	to	hide	it.
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[–] WanderAndTheColossus 	54	points	1	day	ago	

But	I	still	don't	feel	safe	knowing	that	my	browser	can	download	and	silently	run	extensions	without	my
knowledge.	Especially	considering	they	try	to	hide	it.

It	can	download	a	new	version	of	itself	and	run	that	the	next	time	you	launch	it	as	well.
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[–] bhp6 common	sense 	2	points	1	day	ago	

Which	is	why	you	turn	off	auto	update	from	first	install
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[–] sixstringartist 	20	points	1	day	ago	

That's	absurd.	Did	you	trust	Mozilla	when	you	installed	Firefox	initially?	Did	that	fact	suddenly
change	as	soon	as	you	installed	it?	You	are	far	more	at	risk	from	drive	by	malware	from	a
malicious	ad	or	a	bug	in	Firefox,	you	know,	something	that	could	be	addressed	by	devs	and
rolled	out	automatically	to	protect	your	system
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[–] bhp6 common	sense 	12	points	1	day	ago	

Turning	off	auto	update	doesn't	mean	I	don't	update	my	browser	it	just	means	I	exercise
caution	with	every	update,	if	I	had	auto-update	on	then	I	would	have	been	stung	by	all
the	changes	from	56	to	57.
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load	more	comments	(7	replies)

load	more	comments	(2	replies)

[–] Cryptonical 	4	points	1	day	ago	

I	had	it	installed	too,	WTF.	Came	here	from	a	quick	google	search	after	finding	it.
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load	more	comments	(1	reply)

load	more	comments	(1	reply)

[–] IDUnavailable 	106	points	1	day	ago	

"Yes,	it	is	not	ideal"

Understatement.	I've	never	seen	an	extension	in	Firefox	that	I	didn't	personally	add,	and	now	all	of	the	sudden	there's
a	new	extension	that	was	installed	with	no	notification	and	a	weird	fuckin'	spyware	sounding	name	and	description.
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[–] sim642 	23	points	1	day	ago	

That's	definitely	how	I	feel	about	it	too.

Firefox	has	had	test	pilot	and	such	things	before	which	gets	rolled	out	like	this	so	it's	not	surprising	that	the
channel	for	doing	so	exists	(and	luckily	is	disable-able	in	the	preferences).	The	issue	is	that	someone	could	just
so	easily	accidentally	and	without	any	oversight	deploy	through	it.
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[–] chronoreverse 	35	points	1	day	ago	

That	this	went	into	my	Stable	install	which	had	updates	and	experiments	turned	off	is	a	travesty.	I	run
Nightly	and	I	keep	all	the	diagnostics	turned	on	to	provide	Mozilla	with	the	data	they	need	to	work.
Installing	this	there	I	can	understand.

I	had	expected	Mozilla	not	to	betray	trust	like	this.	Unbelievable.
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[–] _Handsome_Jack 	23	points	1	day	ago*	

	

According	to	sim642's	quote	it's	a	shield	study,	not	an	experiment,	so	it	should	obey	the	main
telemetry	switches	at	 about:preferences#privacy-reports .

	

In	case	it	didn't,	you	can	still	disable	shield	studies	explicitly	with:

app.shield.optoutstudies.enabled	=	false
extensions.shield-recipe-client.api_url	=	""
extensions.shield-recipe-client.enabled	=	false

Only	one	of	them	should	be	necessary	but	let's	just	make	triple	sure	that	no	shield	study	gets
installed.

	

By	the	way	these	studies	are	not	made	by	some	guy	as	sim642	said,	it's	a	bunch	of	Mozilla	people:	a
Firefox	Product	Manager,	a	Data	Steward,	Legal,	QA,	Release	Management,	AMO	review,	a	member
of	the	core	Shield	Team.

	

Also:

«	Shield	Studies	is	a	function	of	the	Shield	project	that	prompts	a	random	population	of	users	to	help
us	try	out	new	products,	features,	and	ideas.	This	feedback	helps	Mozilla	to	make	more	informed
product	decisions	based	on	actual	user	needs.

Shield	Studies	are	available	on	all	channels.	Participation	in	an	individual	study	is	opt-in	and	any	and
all	data	being	collected	will	be	declared	openly.	After	confirming	willingness	to	participation,	a	self
expiring	add-on	will	be	installed	on	the	user's	machine.	At	the	end	of	the	study	period,	the	add-on
will	expire	and	return	the	user's	system	to	the	previous	state.	When	the	add-on	expires,	the	user	will
be	asked	to	fill	out	a	survey	based	on	their	experience.	»

	

There	are	opt-out	studies	too,	here's	how	they	are	opted	out	of:

«	In	lieu	of	any	better	guidance	on	preference	naming,	let's	call	this	pref
app.shield.optoutstudies.enabled .	It	should:

-	Default	to	true

-	Be	displayed	as	a	checkbox	below	the	"Share	additional	data"	checkbox.

-	Be	set	to	false	if	the	FHR	checkbox	is	set	to	false,	in	the	same	way	the	telemetry	checkbox	is.	»

	

More	details	here	on	opt-out	studies.	Basically	if	you	unchecked	only	the	first	checkbox	in
about:preferences#privacy-reports ,	you	shouldn't	get	even	opt-out	studies,	let	alone	the	opt-
in	ones.	If	you	did	get	one,	that's	a	bug,	and	the	three	preferences	at	the	top	of	this	post	should
ensure	that	it	can't	happen	again.

	

about:preferences#privacy-reports 	is	not	easy	to	miss	since	all	new	Firefox	profiles	have	a	tab
that	links	to	this,	which	has	a	pretty	obvious	button	near	the	top	that	allows	direct	access	to	the
checkboxes.
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[–] chronoreverse 	32	points	1	day	ago	

Then	they	have	failed	in	their	jobs	not	to	put	alarming	things	into	a	stable	build.	There	is	no
good	reason	to	put	text	that	looks	like	it	was	written	by	a	script	kiddy	there.

I	wouldn't	have	batted	an	eye	if	I	had	seen	this	in	my	Nightly	install	first.	The	stable	install	I
deliberately	do	not	update	as	quickly	because	I'm	doing	things	that	can	break	on	the	drop	of	a
pin	and	I	generally	wait	until	I	have	time	before	anything	in	the	browser	is	changed.

When	something	like	this	suddenly	appears,	it	immediately	brings	to	mind	that	something	in
my	system	was	hijacked	and	I	need	to	drop	everything	to	make	sure	it	isn't	really
compromised.	This	is	a	huge	concern	in	the	internet	environment	these	days.
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[–] _Handsome_Jack 	6	points	1	day	ago	

Just	to	confirm	there	is	no	bug,	did	you	have	 about:preferences#privacy-reports
turned	on	in	the	profile	that	received	the	study	?
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[–] chronoreverse 	4	points	1	day	ago	

about:preferences#privacy-reports

Yes	it	was	on.	I	presume	the	new	setting	was	set	to	on	since	I	opted	to	let
technical	and	interaction	data	go	to	Mozilla,	and	thus	Mozilla	thought	that	also
meant	I	wanted	to	do	their	studies	(which	I	didn't).

This	is	what	the	Learn	More	says	for	what	I	had	opted	into	which	is	much	more
limited.

Interaction	data:	Firefox	sends	data	about	your	interactions	with	
Firefox	to	us	(such	as	number	of	open	tabs	and	windows;	number	of	
webpages	visited;	number	and	type	of	installed	Firefox	Add-ons;	an
d	session	length)	and	Firefox	features	offered	by	Mozilla	or	our	p
artners	(such	as	interaction	with	Firefox	search	features	and	sear
ch	partner	referrals).

Technical	data:	Firefox	sends	data	about	your	Firefox	version	and	
language;	device	operating	system	and	hardware	configuration;	memo
ry,	basic	information	about	crashes	and	errors;	outcome	of	automat
ed	processes	like	updates,	safebrowsing,	and	activation	to	us.	Whe
n	Firefox	sends	data	to	us,	your	IP	address	is	temporarily	collect
ed	as	part	of	our	server	logs.

I	won't	be	enabling	this	either	on	any	stable	installs	from	now	on.	Clearly	there's
no	erring	on	the	side	of	caution	going	on	here	by	Mozilla	so	I	will	have	to	do	that
myself.

I	appreciate	your	response	but	am	still	disappointed	this	happened.
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[–] _Handsome_Jack 	2	points	1	day	ago*	

Ok,	so	at	least	there's	no	bug.	At	any	rate,	you	should	be	able	to	keep	the
main	privacy-reports	checkboxes	on	but	disable	Shield	studies	specifically
with	the	3	preferences	at
about:config?filter=/optoutstudies|api_url|-client\.e/ .
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[–] sim642 	11	points	1	day	ago	

By	the	way	these	studies	are	not	made	by	some	guy	as	sim642	said,	it's	a	bunch	of	Mozilla
people:	a	Firefox	Product	Manager,	a	Data	Steward,	Legal,	QA,	Release	Management,	AMO
review,	a	member	of	the	core	Shield	Team.

Sure,	someone	at	Mozilla	had	to	deploy	the	thing	but	it's	almost	certain	it	was	not	correctly
reviewed	by	all	those	people	because	otherwise	some	random	childish	text	wouldn't	been
shown	to	so	many	people.
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[–] TheNSACares 	6	points	1	day	ago	

It's	random,	childish	text	because	it's	tied	to	Mr.	Robot.	Someone	reviewed	the	thing,	the
SHIELD	Studies	Product	Owner	and	Project	Lead	have	their	names	right	there	on	the
addon	as	part	of	PUG	Experience	Group.

What	it	does	doesn't	bother	me,	but	this	should	have	been	handled	much	better.
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[–] GOTTA_BROKEN_FACE Firefox 	14	points	1	day	ago	

For	many,	many	hours	there	was	no	indication	anywhere	about	what	this	thing
was.	It	was	fucking	around	with	the	headlines	in	the	Washington	Post.	That	should
bother	people.

I	still	don't	understand	what	they	were	trying	to	do	with	it.
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[–] lgastako 	3	points	1	day	ago	

Having	your	name	on	something	and	reviewing	it	are	two	totally	different	things.
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load	more	comments	(2	replies)

[–] derleth 	20	points	1	day	ago	

There	are	opt-out	studies	too

There's	your	failure.	Opt-out	is	disrespectful	of	privacy	and	should	never	happen	in	a	browser
which	claims	to	care	about	end-user	privacy.	The	Mozilla	Foundation	isn't	Google,	and	it
shouldn't	act	like	it	is.

Basically	if	you	unchecked	only	the	first	checkbox	in
about:preferences#privacy-reports ,	you	shouldn't	get	even	opt-out	studies,	let	alone
the	opt-in	ones.	If	you	did	get	one,	that's	a	bug

The	bug	is	thinking	opt-out	is	acceptable	and	that	silently	requiring	people	to	dig	through
obscure	menus	to	preserve	their	privacy	is	an	acceptable	form	of	UI	design.	This	is	a	dark	anti-
pattern,	it	is	designed	to	confuse	and	mislead,	and	is	not	something	the	Firefox	people	need	to
be	playing	around	with.
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[–] LjLies 	1	point	8	hours	ago	

The	Mozilla	Foundation	isn't	Google

Are	you	sure?
permalink embed save parent report reply

[–] bogdan5844 Nightly	|	Windows	10 	1	point	4	hours	ago	

Opt-out	is	disrespectful	of	privacy	and	should	never	happen	in	a	browser	which
claims	to	care	about	end-user	privacy.

FTFY
permalink embed save parent report reply

[–] q928hoawfhu 	7	points	16	hours	ago	

a	Firefox	Product	Manager,	a	Data	Steward,	Legal,	QA,	Release	Management,	AMO	review,
a	member	of	the	core	Shield	Team

How	did	all	these	people	fail	so	badly?
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load	more	comments	(1	reply)

[–] jkb2019 	15	points	1	day	ago	

Really	unbelievable.	I'm	sick	about	it....

Make	sure	to	report	it	when	removing	add	on,	so	Mozilla	project	team	sees	this.	I	still	think
developer	is	shady	and	Mozilla	and	Sourceforge	devs	doesn't	know	about	it.
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[–] Saltym4n 	3	points	1	day	ago	

That	this	went	into	my	Stable	install	which	had	updates	and	experiments	turned	off	is	a	travesty.

But	did	you	unchecked	the	 Allow	Firefox	to	install	and	run	studies 	option	in
about:preferences#privacy ?

If	so,	that's	really	bad.
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[–] sim642 	6	points	1	day	ago	

I	think	I	saw	someone	somewhere	mention	that	over	some	update	the	option	might	have
become	enabled	again,	which	is	kind	of	evil	too	if	it's	true.
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[–] Saltym4n 	3	points	1	day	ago*	

This	happened	to	me	when	I	upgraded	from	55	to	56	if	I	remember	correctly.

I	don't	know	if	this	continues	to	be	true	though.
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load	more	comments	(1	reply)

[–] WanderAndTheColossus 	7	points	1	day	ago	

Understatement.	I've	never	seen	an	extension	in	Firefox	that	I	didn't	personally	add

Then	you	haven't	been	looking	very	hard.	Mozilla	regularly	use	extensions	to	add	functionality,	e.g.	the	new	new
tab	page	uses	an	extension,	firefox	screenshots	uses	an	extension.	e10s	rollout	has	controlled	with	an	extension.
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[–] IsThisTheRealLife 	4	points	1	day	ago	

They're	not	listed	in	 about:addons 	though.
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[–] ShaneExplores Firefox 	2	points	1	day	ago	

I	just	got	on	and	i	have	it	too!
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load	more	comments	(1	reply)

[–] TheNSACares 	19	points	1	day	ago	

They're	updated	the	about	page.	Not	very	impressed	with	this	one.
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[–] doqob 	13	points	1	day	ago	

thanks	but	wtf	...

The	Mr.	Robot	series	centers	around	the	theme	of	online	privacy	and	security.	One	of	the	10	guiding
principles	of	Mozilla's	mission	is	that	individuals'	security	and	privacy	on	the	internet	are
fundamental	and	must	not	be	treated	as	optional.	The	more	people	know	about	what	information	they
are	sharing	online,	the	more	they	can	protect	their	privacy.

This	sure	feels	optional
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[–] sim642 	10	points	1	day	ago	

The	page	says	absolutely	nothing	about	it.	What	is	this	shared	experience?	What	does	the	extension	actually	do?
Almost	nobody	will	know.
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[–] q928hoawfhu 	3	points	16	hours	ago	

And	that	pages	lies	blatantly.	I	absolutely	did	not	opt-in	to	this	shit.
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[–] mattontheinternet 	26	points	1	day	ago	

Jesus	Christ.	Amateur	hour	from	an	incredibly	immature	developer.	Who	in	their	right	mind	would	see	an	addon	with
that	name	and	description	and	NOT	immediately	think	they	had	been	compromised	by	some	kind	of	malware?

Someone	was	trying	to	be	cute	and	wound	up	being	creepy	as	fuck.	Goddamn	neckbeards.
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[–] sina- 	28	points	1	day	ago	

Did	I	miss	something	or	is	there	still	no	official	statement	from	Mozilla	about	this?
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[–] amir_s89 	2	points	1	day	ago	

This	thing	is	relevant	to	the	show	"Mr	Robot".	Made	me	also	freak	out	-	unfortunately,	it	wasn't	described	well

https://support.mozilla.org/en-US/kb/lookingglass
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[–] ElementalChaos 	18	points	18	hours	ago	

So	it's	a	straight	up	advertisement.	I	think	that	might	be	even	worse.
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[–] flipcoder 	6	points	12	hours	ago	

Adware
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[–] bogdan5844 Nightly	|	Windows	10 	4	points	4	hours	ago	

Seriously	?	That's	their	fucking	official	explanation	?

Are	you	a	fan	of	Mr	Robot?

WHAT	DOES	THIS	HAVE	TO	DO	WITH	INSTALLING	RANDOM	EXTENSIONS	IN	MY	BROWSER	?

What	the	actual	fuck,	Mozilla	?	I've	been	rooting	for	Firefox's	return	and	with	Quantum	you	really	got	the	wheels
going.	What	the	fuck	is	up	with	these	shady	adware	tactics	?
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[–] BrentonIce 	2	points	2	hours	ago	

Absolutely	unacceptable.
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[–] Destructive_Forces 	21	points	1	day	ago	

Scared	the	shit	out	of	me.	I'm	no	expert	but	I	do	try	very	hard	to	protect	my	system.	Suddenly	seeing	this	in	the
midst	of	my	extensions	with	the	script-kiddy	shit	as	a	description	was	a	sickening	moment.

I've	now	opted	out	of	studies	entirely.	I	was	willing	to	help	out	Mozilla	with	their	studies	but	not	anymore.	Completely
unprofessional	regardless	of	intentions.
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[–] riziq32 	17	points	1	day	ago	

The	funny	thing	is	I	just	opened	the	browser	to	donate	to	Mozilla	for	their	great	work	when	I	notice	this	unsolicited
add-on.	No	official	information	is	given,	this	thread	is	the	only	useful	link	so	far.	A	big	disappointment	from	Firefox.
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[–] fatpat 	4	points	14	hours	ago	

Yep.	Guess	where	that	donation	went?	poof
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[–] bogdan5844 Nightly	|	Windows	10 	2	points	4	hours	ago	

fatpat

Are	you	MatPatt	after	he	gave	up	on	Diet	Coke	and	switched	to	regular	Coke	?
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[–] legionzero 	15	points	1	day	ago	

Shield	Studies	should	only	happen	if	you	opt-in.	What	they	don't	tell	you	is	that	by	installing	FF,	you	are	defaulting	to
opt-in	-	which	IMHO	is	NOT	an	opt-in	at	all,	but	rather	not	opting-out	of	something	you	aren't	even	informed	exists.
This	is	pretty	skeezy	of	FF.

To	opt	out	of	all	studies:

1)	Type	"about:preferences#privacy"	into	the	FF	address	bar.	2)	Under	the	section	called,	"Firefox	Data	Collection	and
Use,"	simply	remove	the	check	mark	next	to	"Allow	Firefox	to	install	and	run	studies."
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[–] tempolito Firefox 	45	points	1	day	ago*	

Just	found	this	thread	(which	is	the	only	helpful	google	result	about	this	creepcode	to	date).	I	also	removed	it	and	i
am	pretty	sure	i	had	disabled	the	field	studies	thing	beforehand	(but	i	would	not	testify	for	it).

I	don't	like	how	this	is	done.	No	documentation,	no	warning,	no	info	message,	i	was	just	happening	to	update	the
permissions	on	my	(approved)	browser	extensions	and	saw	this	"MY	REALITY	IS	DIFFERENT	THAN	YOURS".	WTF?
Which	developer	in	his	right	mind	would	set	this	as	a	description	for	a	browser	extension	which	gets	installed
automatically	on	millions	of	browser	of,	possibly	paranoid,	users?	Dude.

So	i	am	kinda	pissed	now.	If	you	(like	me)	want	to	fuck	up	their	"field	studies",	go	to	about:config,	search	for	"shield"
and	set	the	key	"extensions.shield-recipe-client.user_id"	to	"00000000-0000-0000-0000-000000000000".	If	enough
people	do	it,	they	will	have	just	a	bunch	of	garbage	data.	Also	set	"browser.onboarding.shieldstudy.enabled"	to	true
and	"app.shield.optoutstudies.enabled"	to	false.

EDIT:	changed	search	term	to	"shield",	corrected	cancerous	extension	description
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[–] sim642 	35	points	1	day	ago	

On	moznet#firefox:

18:53:47	<	sim642>	Whatever	experiment	thing	it	is,	why	would	anyone	think	it's	a	good	idea	to	g
ive	it	a	cryptic	description	like	it's	spying	on	you?
18:57:15	<	Kwan>	because	the	description	should	never	be	seen	anyway
18:58:56	<	sim642>	Why	have	it	at	all	then?	Making	a	joke	out	of	it	is	a	horrible	idea
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[–] tempolito Firefox 	3	points	1	day	ago	

So	i	am	not	the	only	one
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[–] disposablesarefun 	7	points	1	day	ago	

for	the	same	reason	there	was	a	billboard	in	GTA	3	that	read	"you	shouldn't	be	able	to	read	this	billboard"	which
was	placed	in	a	way	that	you	had	to	have	gone	off-world	to	see	it.
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[–] sim642 	15	points	1	day	ago	

In	GTA	3	it	was	an	easter	egg.	Looking	Glass	is	not	one	in	any	way.	It's	in	plain	sight	in	the	extension	list,
which	is	in	no	way	a	secret	place	to	look.	Furthermore,	the	entire	extension	was	never	intended	to	be
deployed	in	this	form.	It	just	happens	that	some	developer	put	a	joke	into	the	description	because	they
didn't	intend	to	publish	it	like	that,	except	they	now	accidentally	did.
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[–] IsThisTheRealLife 	18	points	1	day	ago	

They	could	make	an	alpha	version	of	Firefox	for	testing	things	before	shipping	them	to	the	entire
install	base,	call	it	"Nightly"	or	something.
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[–] disposablesarefun 	1	point	1	day	ago	

from	what	people	said	elsewhere	in	this	thread	it	was	never	intended	to	show	up	in	the	extensions
list.

either	way,	i	was	more	saying	when	people	(developers/programmers)	hide	things,	they	typically
leave	something	to	acknowledge,	just	in	case	someone	does	eventually	find	it.
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[–] BoarsLair 	16	points	1	day	ago	

Completely	agreed.	This	is	absolutely	idiotic	to	list	a	joke	quote	instead	of	a	legitimate	description.	Searching	for	what
this	was	has	now	wasted	a	good	bit	of	my	time,	because	I	didn't	want	to	uninstall	something	I	thought	I	might	need,
but	didn't	want	to	leave	it	there	if	it	was	malware.	Multiply	that	times	a	lot	of	concerned	Firefox	users,	and	it's	really	a
joke	in	poor	taste.

There	are	also	some	usability	problems	exposed	by	this	little	snafu.	This	plug-in	is	"by":	PUG	Experience	Group(Gregg
Lind,	Bianca	Danforth,	Kamyar	Ardekani,	Matt	Grimes	Diana	Livits,	Jeffrey	Kaufman	and	others)	<glind	at
mozilla.com>

This	is	the	ONLY	verification	I	could	find	that	this	is	an	official	Mozilla	add-on.	But	I'd	guess	malware	would	also	claim
to	be	from	Mozilla,	right?	Moreover,	the	text	is	so	long	that	it	was	cut	off	in	both	my	settings	page	as	well	as	in	the
About	dialog	box.

It	might	be	helpful	to	actually	display	the	friendly	name	of	the	certificate	that	was	used	to	sign	the	add-on.	I	would
have	immediately	been	able	to	see:	Oh,	this	is	from	Mozilla,	so	no	need	to	worry.	Why	isn't	there	a	"signed	by"	field
anywhere	I	can	find	it?	Am	I	just	missing	it,	or	is	it	actually	not	viewable	by	normal	users?

I'm	completely	fine	with	sending	telemetry	and	usability	data,	but	for	goodness'	sake,	don't	freak	people	out	with	this
sort	of	weirdness.	The	browser	is	already	a	massive	vector	for	malware,	and	this	doesn't	help	to	instill	trust.
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[–] chloeia Firefox 	6	points	1	day	ago	

Why	set	 browser.onboarding.shieldstudy.enabled 	to	 true ?
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[–] tempolito Firefox 	6	points	1	day	ago	

Both	of	those	boolean	options	seem	to	enable	the	field	studies	participation.	If	you	set	your	user-id	to	all	0's	they
will	have	data,	but	all	associated	with	one	user	identity.	The	result	is	a	bunch	of	data	they	can't	use	nor	process
because	it	can't	be	differentiated.

So	basically	if	you	follow	my	instructions,	you	are	participating	in	their	field	studies,	but	you	are	wasting	their
database	with	junk	data.	I	see	this	extension	as	very	shady	myself,	but	as	it	is	coming	from	Mozilla,	i	am	pretty
sure	there	is	nothing	bad	about	it	in	reality,	they	are	just	scaring	users	here	(because	of	a	stupid	joke).

If	you	just	want	to	opt	out	alltogether,	set	the	inverse	of	the	2	boolean	options.	But	i	think	they	need	to	learn	a
lesson	here,	so	participate,	but	the	"right"	way	;)
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[–] imlowiqandlovemtx 	2	points	1	day	ago	

but	you	are	wasting	their	database	with	junk	data

You	think	so?

Fake	ID	+	your	IP	+	whatever	other	data	they	collect...	I	wonder	who	it	could	be.	And	if	I'm	understanding
the	purpose	of	this	shield	study,	Mozilla	should	be	able	to	test	it	themselves,	so	why	are	they	involving	us?
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[–] GenghisKhanSpermShot 	1	point	1	day	ago	

Can	a	hacker	get	into	a	devs	account	and	creat	something	like	that?	Seems	too	obvious.
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[–] Saltym4n 	15	points	1	day	ago*	

Honestly,	I	consider	opt-out	SHIELD	studies	on	the	stable	channel	to	be	a	pretty	amateur	move	from	Mozilla,	and	I
don't	agree	with	it	at	all.	What's	the	possible	reaction	of	a	user	when	he	sees	that	an	extension	was	installed	out	of
nowhere?	Well,	we	saw	some	of	these	here...

Telemetry	I	understand,	but	SHIELD	studies	not:	this	should	be	opt-out	only	on	beta/nightly	channel,	at	the	very
least.
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[–] jawz101 Arch,	Android 	36	points	1	day	ago	

fuck	this.	This	is	bad	form,	Mozilla.	Adding	experiments	-	not	letting	me	opt	in	on	a	per-experiment	basis,	lack	of
documentation...	this	is	b.s.

Disabling	experiments.
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[–] GOTTA_BROKEN_FACE Firefox 	18	points	1	day	ago	

I	don't	mind	that	they	added	an	experiment.	I	had	that	option	enabled	to	help	Mozilla	and	knew	that	at	times	things
would	appear	in	the	browser	and	was	fine	with	that.	What	I	do	not	like	and	did	not	expect	is	an	experiment	that
doesn't	say	what	it	does,	only	having	some	bullshit	cryptic	message	in	the	description.	You	have	to	find	the
developer's	github	page	and	even	then	it's	not	going	to	be	clear	to	most	people	what	they're	doing.

So,	yep,	I'm	out	of	experiments	and	turned	off	telemetry	while	I	was	at	it.	Look	through	my	history	and	anybody	will
see	I'm	unabashedly	pro-Firefox,	but	I'm	even	considering	switching	to	Waterfox	just	for	a	while.	Maybe	that's	an
overreaction,	I	don't	know.
permalink embed save parent report reply

[–] pushECX 	8	points	1	day	ago	

Same	here.	I	opted	in	on	purpose,	expecting	Mozilla	to	be	professional	about	the	experiments.	Definitely	opted
out,	now.
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[–] jawz101 Arch,	Android 	9	points	1	day	ago	

I	won't	switch	but	I	opted	out	of	experiments,	left	telemetry	on,	deleted	any	xpi	files	I	didn't	care	for	from	here:
C:\Program	Files\Nightly\browser\features\

I	agree	with	you	on	documentation.	Putting	some	Mr.	Robot	quote	or	something	as	a	description	is	just	bad	form.
That's	the	same	shit	I'd	expect	from	actual	malware.	It's	unprofessional	for	a	legit	product	to	do.	Even	so,	from
what	the	experiment	describes,	scanning	pages	I	visit	for	words	such	as	privacy	and	revolution	seems	goofy	in
the	first	place.

As	for	interpreting	source	code,	take	a	look	at	the	commits.	"re-add	'fuck'	to	the	word	list.	So	if	I'm	on	a	work
computer	is	this	going	to	send	traffic	back	to	Firefox	of	profane	on	web	pages?	Experiments	shouldn't	experiment
with	potentially	messing	up	a	user's	life.

Like	you,	I	don't	mind	contributing	data	or	participating	in	experiments	but	there's	an	obvious	lack	of	judgement
here.
permalink embed save parent report reply

[–] amir_s89 	1	point	1	day	ago	

This	thing	is	relevant	to	the	show	"Mr	Robot".	Made	me	also	freak	out	-	unfortunately,	it	wasn't	described	well

https://support.mozilla.org/en-US/kb/lookingglass
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[–] IsThisTheRealLife 	12	points	1	day	ago	

It	shouldn't	need	to	be	said	but	mixing	silently	installed	Mozilla	extensions	with	user	installed	extensions	is	a	great
way	to	needlessly	freak	people	out.
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[–] o_mcp 	12	points	1	day	ago	

This	is	some	greasy	bullshit	if	you	ask	me.
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[–] stealth006 	22	points	1	day	ago	

It's	a	firefox	study,	check	your	privacy	settings

Firefox	Studies	Screenshot
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[–] Captain-Carbon 	35	points	1	day	ago	

This	doesn't	excuse	the	extension	enrollment	behind-the-scene	and	lack	of	helpful	information	provided	with	it,	not	to
mention	cryptic	information	that	sorta	implies	you're	being	spied	on.
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[–] stealth006 	8	points	1	day	ago	

I	agree,	the	study	should	have	a	description	as	to	what	it’s	doing.	What	is	more	concerning	to	me	is	that	I
remember	explicitly	turning	Studies	off,	yet	when	I	went	to	check	on	the	setting,	they	were	enabled.
permalink embed save parent report reply

[–] HughJafro 	15	points	1	day	ago	

MY	REALITY	IS	DIFFERENT	THAN	YOURS
permalink embed save parent report reply

[–] bj_christianson Developer	Edition 	5	points	1	day	ago	

In	that	case	I’ll	have	to	reject	your	reality.	I’m	gonna	substitute	my	own!
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[–] Starkythefox Firefox 	2	points	1	day	ago	

WELL	THEN	YOU	ARE	LOST!
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[–] giltwist 	9	points	1	day	ago	

Thank	you.	Opted-out	and	uninstalled	Looking	Glass.
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[–] randomperson1a 	5	points	1	day	ago	

For	me	as	soon	as	I	Opted-out	the	looking	glass	extension	disappeared.
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[–] _scape 	1	point	1	day	ago	

I	have	no	recollection	of	allowing	them	to	install	extensions	at	will	why	was	"Allow	Firefox	to	install	and	run	studies"
already	selected?	Is	that	a	default	of	some	sort?	sigh
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[–] fatpat 	2	points	14	hours	ago	

After	the	update,	it's	opt	out.
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[–] imyxh Nightly 	13	points	1	day	ago*	

Happened	to	me,	too.	There	needs	to	be	a	way	for	us	to	tell	that	an	addon	is	a	study	and	not	malware.	A	separate	tab
for	studies	in	about:addons	would	be	so	much	better.

Bug	report	asking	for	this	feature:	https://bugzilla.mozilla.org/show_bug.cgi?id=1425171
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[–] TheNSACares 	10	points	1	day	ago	

This	is	what	it	does	if	you	turn	it	on:	https://i.imgur.com/VbsEah2.png

Poorly	thought	out.
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[–] G9Ford 	1	point	12	hours	ago	

Thanks.	I've	read	half	this	thread	and	still	couldn't	figure	out	exactly	what	this	thing	is.	(A	privacy	experiment	of	some
sort?	An	advertisement	for	a	TV	show?	An	augmented	reality	game?)	A	picture	is	worth	more	than	a	thousand	words
in	this	case.
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[–] bogdan5844 Nightly	|	Windows	10 	1	point	4	hours	ago	

That's	even	more	shady	than	the	fucking	cryptic	description.	What	the	actual	fuck,	Mozilla	?!
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[–] jkb2019 	16	points	1	day	ago	

This	is	definitely,	the	worst	thing	Ive	seen	Mozilla	let	happen.	I'm	still	trying	to	find	out	who	the	"PUG	EXPERIENCE
GROUP"	IS?
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[–] sim642 	3	points	1	day	ago	

It's	the	NSA	trying	to	scare	you	with	cryptic	messages.
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[–] Dimentioze Vivaldi 	8	points	1	day	ago	

I	switched	back	to	Mozilla	about	a	month	ago	when	Quantum	came	out,	and	this	is	just	frustrating.	I	wasn't	asked
permission	for	this,	which,	usually	I	wouldn't	mind	on	other	browsers,	but	FireFox	is	supposed	to	be	a	spartan
advocate	for	privacy	and	security.
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[–] motchmaster 	6	points	17	hours	ago	

Is	it	too	hard	for	the	extension	to	give	a	little	information	about	what	it	is?	I	had	to	fix	my	dad's	computer	because
something	installed	an	extension	giving	him	ads.	I	thought	this	was	something	malicious	but	then	saw	the	@mozilla
email.	NOT	COOL.	Give	us	some	basic	information	on	what	this	is.
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[–] sim642 	18	points	1	day	ago	

What	the	fuck	Mozilla?	Why	am	I	being	installed	extensions	which	have	even	no	explanation	except	some	conspiracy
sounding	"MY	REALITY	IS	JUST	DIFFERENT	THAN	YOURS."?
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[–] jkb2019 	17	points	1	day	ago	

My	machine	is	locked	down.	I'm	a	TOR	user	&	security	and	privacy	is	very	important	to	me.	Going	into	add	ons	today
was	a	BIG	surprise.	This	is	very	different	from	the	way	Firefox	operates	and	the	reason	for	it's	inception.
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[–] fbat71 	5	points	1	day	ago	

Mozilla	has	changed.	The	organization	is	too	political.	It's	a	handicap.
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[–] motonnerd 	11	points	2	days	ago	

I	can	corroborate	this;	I	just	updated	to	57.0.2	through	my	distribution	and	haven't	been	able	ot	track	down	the
extension's	origin.	I	suspect	that	it's	one	of	those	"experiments"	which	I've	enabled	Mozilla	to	run	on	my	browser	(and
look	like	it's	a	bit	like	evaluating	browser	umwelt).

BUT	I	can't	find	reference	to	it	anywhere	in	the	few	minutes	I	spent	digging	for	it	and	nobody	has	mentioned	it	on
here,	and	I	twitch	a	little	when	I	see	caps	lock.	So	I	removed	it.

Firefox	is	still	a	jewel	of	open	source,	but	you	never	know	where	the	next	compromise	can	happen.	If	it	looks	strange,
verify!
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[–] tywkeene 	15	points	1	day	ago	

Just	when	they	climbed	out	of	the	hole	they	were	in	with	Quantum

rip
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[–] mnp 	10	points	1	day	ago	

While	I	was	at	it,	removing	the	Looking	Glass	extension,	I	also	removed	one	called	Search	Shield	Study.

I	just	love	how	all	these	things	are	getting	loaded	without	consent.	Is	there	a	setting	to	make	all	addons	human
manual?
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[–] TheNSACares 	2	points	21	hours	ago	

Turn	off	"install	and	run	studies"	in	the	privacy	settings.	If	you	did	before,	check	it	again.	Some	people	seem	to	have
had	it	turn	on	again.
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[–] mnp 	3	points	21	hours	ago	

Yep,	and	telemetry	got	itself	turned	back	on	too.	Thanks.

https://i.imgur.com/FRflC.gif
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[–] kennnnnnnny 	6	points	2	days	ago	

I've	had	the	same	thing	happen	here...	Firefox	57.0.1	and	all	of	a	sudden	"Looking	Glass"	appeared	with	the	same
details..	It	scared	the	shit	out	of	me	because	I	was	working	in	my	extension	just	yesterday	and	it	wasn't	there!
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[–] AnEternalEnigma 	4	points	1	day	ago	

Yeah,	what	in	the	fuck	is	this?	I	uninstalled	this	immediately.
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[–] howaboot 	33	points	1	day	ago 	

I	switched	back	to	Firefox	two	weeks	ago	after	god	knows	how	many	years	and	as	soon	as	I	click	submit	I'm	closing
the	window	and	uninstalling	it.	I	don't	know	what	it	is	and	I	don't	care	either.
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[–] chic_luke Firefox	Beta	on	Windows	10 	24	points	1	day	ago	

Way	to	lose	a	returning	customer.	Wow
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[–] ImBeingMe Nightly	|	Windows	|	Android 	5	points	1	day	ago	

http://i.giphy.com/Qp45SP1P3PbbO.gif
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[–] howaboot 	9	points	1	day	ago	

More	like	https://i.imgur.com/zGHQb4O.gif
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[–] Tyestor Firefox	and	Pale	Moon 	4	points	1	day	ago	

I	don't	know	what	it	is	and	I	don't	care	either

excellent	informed	decision	lol
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[–] Ken-Saunders Nightly	+	�	Release 	12	points	22	hours	ago	

Very	weak.

Very	disappointing.

It	wasn't	too	long	ago	that	things	were	changed	dramatically	so	that	unwanted,	and	3rd	party,	and	non-AMO
extensions	couldn't	be	installed	at	all	without	using	Nightly,	Unbranded	(or	other)	and	flipping	prefs,	etc.

Many	to	most	of	us	here	are	power	users	and	this	has	freaked	out	and	baffled	us.	At	its	worst,	it's	a	huge	betrayal.

Our	settings	weren't	respected	and	we	weren't	notified.

You	know,	as	Mozillians	and	users	who	market	and	advocate	for	Mozilla	and	using	Firefox,	our	biggest	selling	point	and
only	one	to	some	(since	browser/Chrome	parity),	is	how	Mozilla	differs	from	everyone	else	when	it	comes	to	privacy,
data	ownership,	control,	security,	etc.	With	this	Looking	Glass	issue,	Cliqz,	and	several	other	things,	we	look	like
assholes.

Mozilla	wrecking	their	own	credibility	fucks	everything	up	for	all	of	us,	but,	the	worst	part	about	that	is	that	it	fucks	up
our	credibility	as	individuals.	It	makes	us	look	like	liars,	or	hypocrites,	or	morons,	or	all	of	that.

WTF
permalink embed save report reply

[–] dtfinch 	12	points	2	days	ago*	

It	just	showed	up	two	hours	ago	for	me.	It	looks	like	a	joke,	meant	to	mess	with	certain	keywords	on	some	pages.

I've	always	had	experiments	turned	off	in	about:config,	and	apparently	Firefox	has	reenabled	them.	I'm	not	happy
with	all	the	settings	Firefox	has	been	reverting	lately,	opting	me	back	into	things	I've	opted	out	of,	resetting	my	search
engines,	etc.

Edit:	I	can't	find	any	responsible	code	for	the	experiments	reset	though.	It's	frustrating	because	I	vividly	remember
disabling	it.	So	either	my	memory's	faulty	or	it's	fixed	in	the	trunk.	(or	I'm	bad	at	searching)
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[–] Shadilay_Were_Off 	10	points	1	day	ago	

Especially	given	how	much	people	throw	shade	at	Microsoft	and	Google	for	the	same	behavior.

Either	the	behavior	is	acceptable,	or	it	is	not.
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[–] tempolito Firefox 	4	points	1	day	ago	

I	KNEW	it!	I	disabled	it	after	all	for	real.

I	though	i	had	enabled	it	because,	you	know,	let's	help	Mozilla	a	bit	against	the	big	ones.

Your	comment	proves	to	me	that	it	was	inverted	for	me	too.	Screw	'em.
permalink embed save parent report reply

[–] giddyhedge 	9	points	1	day	ago	

Yeah	this	is	not	good	for	FF
permalink embed save report reply

[–] gbolcer 	8	points	1	day	ago	

On	an	upgrade,	my	privacy	settings	were	changed,	so	no,	this	is	not	an	opt	in	option.	It's	a	hidden	extension	install.

http://www.bolcer.org/looking-glass.png	http://www.bolcer.org/looking-glass2.png
permalink embed save report reply

load	more	comments	(2	replies)

[–] vasa1 	6	points	1	day	ago	

There's	some	sort	of	explanation	here:	https://support.mozilla.org/en-US/kb/lookingglass.	I	wonder	what	other	opt-
out	delights	are	in	store.	Are	they	wanting	even	fewer	people	to	cooperate	with	them	via	telemetry?
permalink embed save report reply

[–] vasa1 	3	points	2	days	ago	

It's	there	in	my	about:config	extensions.pug.lookingglass;false	because	I	deleted	it	on	sight.

There	was	one	more.	I	think	it	had	"perpetual"	or	something	like	that	in	the	name	but	not	trace	of	"perpetual"	in	my
about:config.	That,	actually,	was	a	few	minutes	before	I	saw	the	Looking	Glass	one.
permalink embed save report reply

[–] dinosaur_friend 	3	points	10	hours	ago	

What	the	everloving	fuck???	I	saw	this	post	and	checked	my	add-ons	list...	and	there	it	was.	Are	you	guys	trying	to
make	me	switch	back	to	Chrome?	I'm	on	57.0.2	stable.
permalink embed save report reply

[–] Chipzzz 	3	points	6	hours	ago	

This	is	a	serious	breach	of	trust.
permalink embed save report reply

[–] GOTTA_BROKEN_FACE Firefox 	6	points	1	day	ago	

Apparently	it's	fucking	with	the	news.
permalink embed save report reply

[–] imyxh Nightly 	3	points	1	day	ago	

It	replaces	"return"	with	"Jonereturn"?	What	even....
permalink embed save parent report reply

[–] uptotwentycharacters Firefox 	1	point	1	day	ago	

I	think	the	headline	was	something	about	"Jones"	and	it	got	merged,	messing	with	the	text	rendering	or
something.

Edit:	On	closer	examination,	it	appears	to	have	inserted	the	phrase	"return	to	blissful	ignorance"	in	random
headlines.
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[–] imyxh Nightly 	1	point	1	day	ago	

Oh,	good	catch.	I	didn't	look	at	the	screenshot	very	carefully.	Well	that's	even	weirder....
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[–] Mark12547 Nightly	on	Windows	7 	4	points	1	day	ago*	

This	has	me	concerned,	too.	However,	usually	these	types	of	issues	are	more	disconcerting	before	we	get	the	details
of	what	is	going	on	than	after.

There	was	a	Question	posted	on	support.mozilla.org	and	the	answer	was	that	it	is	a	Shield	study	by	Mozilla.	However,
the	details	were	missing.

Someone	has	filed	a	Bug	on	Bugzilla	and	in	triage	it	got	flagged	for	the	manager	over	Shield	studies.	(Please	do	NOT
spam	Bugzilla!)	I	think	we	will	see	more	information	tomorrow.

In	other	news,	a	while	ago	there	was	a	3.9	earthquake	in	Woodburn,	Oregon	and	I	felt	it	here	in	Salem,	Oregon.	Not
the	type	of	thing	to	have	happen	with	a	new	"looking	glass".	:)
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[–] WellMakeItSomehow 	2	points	2	days	ago	

I	tried	to	find	some	more	information	about	it,	you	can	see	my	other	comment	if	you're	curios	(unless	it	gets
downvoted	or	removed	for	"advocacy").
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[–] jkb2019 	5	points	1	day	ago	

I	deleted	it	from	Quantum	57	64	bit.	It	came	back	after	a	reboot	and	after	signing	into	Firefox.	I	don’t	understand	this
garbage.	It	so	shady.	Take	a	look	at	my	other	thread	with	my	screenshots	and	lmk	if	everyone	is	seeing	the	same	as
me.
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[–] jkb2019 	2	points	1	day	ago	

WHEN	YOU	DELETE	OR	DISABLE	THIS	MAKE	SURE	YOU	REPORT	IT<	MOZILLA	CAN	LOOK	AND	FIX.	I	THINK	THIS
DEVELOPER	IS	PLAYING	GAMES	AND	DOING	SOMETHING	SHADY	THAT	MOZILLA	NEEDS	TO	KNOW	ABOUT
permalink embed save parent report reply

[–] WellMakeItSomehow 	2	points	1	day	ago	

One	of	the	developers	is	the	head	of	the	Shield	Studies	program,	so	I'm	sure	Mozilla	knows.
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[–] ElementalChaos 	3	points	18	hours	ago	

This	is,	uh...	wow.	Right	as	they	pulled	me	in	with	that	"we	respect	your	privacy"	sweet	talk.
permalink embed save report reply

[–] magenta_placenta 	2	points	2	days	ago*	

For	what	it's	worth,	I	do	not	seem	to	have	this	add-on.	I'm	running	FF	57.0.2.

Anyone	else	not	seeing	it?

Edit	It's	now	showing	up,	~	6	hours	after	my	post	saying	I	don't	have	it.
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[–] swollton 	1	point	1	day	ago	

I	saw	it	too,	after	I	updated	to	FF	57.0.2	this	morning.	I	removed	it.
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load	more	comments	(9	replies)

[–] pcguy8088_ 	2	points	1	day	ago	

I	had	the	exact	same	experience	here	finding	Looking	Glass	installed	in	Firefox	57.0.2.	No	notification	whatsoever	that
it	was	being	added.
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[–] CodeMonkey24 	2	points	1	day	ago	

Reading	up	on	this	got	me	searching	for	anything	else	that	may	be	out	of	the	ordinary.	I	noticed	a	lot	of	new	things	in
the	addons	page.	Does	anyone	know	how	to	remove	those	built-in	themes	like	"Owl	First	Snow",	"Killer	Robots"	and
"Tiffy01"?	They	don't	show	up	in	themes	at	all.	I	know	they're	disabled,	but	I	would	personally	like	them	to	be	gone
completely.	Or	the	"manage	passwords"	option.	I'd	prefer	that	to	not	be	there	either.
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[–] darklight001 	2	points	1	day	ago	

Those	aren't	built	in,	you	can	just	install	them	from	that	page
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[–] CodeMonkey24 	2	points	1	day	ago	

Ahh...	Okay	that	makes	sense.	It's	on	the	"get	add-ins"	page.	I	was	completely	misreading	it.	Thank	you.
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[–] WisestAirBender 	2	points	1	day	ago	

Went	to	delete	some	other	extension,	saw	this	sitting	there.	:|

Should	I	remove	it?	I'm	guessing	yes.

57.0.2	(64-bit)
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[–] jkb2019 	2	points	1	day	ago	

The	Addon	did	not	get	my	FF-Quantum	57	64	bit	on	my	Linux	machine.

And	it	didn't	get	my	Tor	browser	in	windows	or	linux.
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[–] Its_Raining_Bees 	4	points	1	day	ago	

It's	Cliqz	all	over	again.
permalink embed save report reply

[–] ZzzZombi Nightly 	2	points	1	day	ago	

Apparently	it's	an	ARG	for	the	tv	show	Mr.	Robot.
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[+] [deleted]	1	day	ago	(2	children)

[–] Krazykov 	1	point	1	day	ago	

Just	installed	FireFox	for	the	first	time	in	many	years	because	I	heard	good	things,	was	very	impressed	with
everything	till	i	saw	this	which	was	very	suspicious	haha,	deleted	the	extension	straight	away	of	course.
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[–] shojimeguro Firefox 	1	point	1	day	ago	

my	firefox	doesnt	have	it
permalink embed save report reply
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❯ self.firefox

Hey,

So	I	just	opened	my	add-ons	tab	and	found	an	extension	called	"Looking	Glass".	I	have	no	idea	what	it	is	or	where
it	came	from.	I	freaked	out	a	bit	and	uninstalled	it	immediately.	The	description	said	something	along	the	lines	of:
"my	reality	is	different	than	yours"	and	then	a	bunch	of	names	of	the	people	who	developed	the	extension.

Anybody	know	what	this	was	or	where	it	came	from?
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