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You probably don't want to run Firefox Nightly any
more

March 21, 2018

Some people like to run Firefox Nightly for various reasons; you can like seeing
what's coming, or want to help Mozilla out by testing the bleeding edge, or various
other things. I myself have in the past run a Firefox compiled from the development
tree (although at the moment ['m still using Firefox 56). Unfortunately and sadly I
must suggest that you not do that any more, and only run Firefox Nightly if you
absolutely have to (for example to test some bleeding edge web feature that's
available only in Nightly).

Let's start with @doublec's tweet:

Even if it is only Mozilla's nightly browser and for a short period of time I'm
a bit disturbed about the possibility of an opt-out only "send all visited
hostnames to a third party US company" study.

FYI: Short Nightly Shield Study involving DNS over HTTPs (DoH)

(via Davor Cubranic)

In the mozilla.dev.platform thread, it's revealed that Mozilla is planning an opt-out
DNS over HTTPS study for Firefox Nightly users that will send DoH queries for all
hostnames to a server implementation at Cloudflare (with some legal protections for
the privacy of this information).

This by itself is not why I think you should stop running Firefox Nightly now. Instead,
the reason why comes up further down the thread, in a statement by a Mozilla person

which I'm going to quote from directly:

It isn't explicit right now that using nightly means opting in to participating
in studies like this, and I think the text of the download page antedates our
ability to do those studies. The text of the Firefox privacy page says that
prerelease products "may contain different privacy characteristics" than
release, but doesn't enumerate them. [...]

Let me translate this: people using Firefox Nightly have less privacy protections and
less respect for user choice from Mozilla than people using Firefox releases. Mozilla
feels free to do things to your browsing that they wouldn't do to users of regular
Firefox (well, theoretically wouldn't do), and you're implicitly consenting to all of this
just by using Nightly.

That's why you shouldn't use Nightly; you shouldn't agree to this. Using Nightly now
is pasting a 'kick me' sign on your back. You can hope that Mozilla will kick carefully
and for worthwhile things and that it won't hurt, but Mozilla is going to kick you.
They've said so explicitly.

Unfortunately, Mozilla's wording on this on the current privacy page says that these

‘different privacy characteristics' apply to all pre-release versions, not just Nightly. It's

not clear to me if the 'Developer Edition' is considered a pre-release version for what
Mozilla can do to it, but it probably is. Your only reasonably safe option appears to be
to run a release version of Firefox.

(Perhaps Mozilla will clarify that, but I'm not holding my breath for Mozilla to take
their hands out of the cookie jar.)

I don't know what this means for people building Firefox from source (especially from
the development tree instead of a release). I also don't know what currently happens
in any version (built from source or downloaded) if you explicitly turn off SHIELD
studies. Regardless of what happens now, I wouldn't count on turning off SHIELD

studies working in future Nightly versions; allowing you to opt out of such things runs

counter to Mozilla's apparent goal of using Nightly users as a captive pool of test
dummaies.

(I don't know if I believe or accept Mozilla's views that existing users of Nightly have
accepted this tiny print that says that Mozilla can dump them in opt-out privacy
invasive studies, but it doesn't matter. It's clear that Mozilla has this view, and it's not

like I expect Mozilla to pay any attention to people like me.)

PS: I had a grumpy Twitter reaction to this news, which I stand by. Mozilla knows this
is privacy intrusive and questionable, they just don't care when it's Nightly users.
There are even people in the discussion thread arguing that the ends justify the
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means. Whatever, I don't care any more; my expectations keep getting lowered.

PPS: I guess I'll have to periodically check about:studies and the Privacy preference for
SHIELD studies, just to make sure.

Written on 21 March 2018.
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