
tasks

task

service
task service service

service

myservice client
client curl docker.com myservice

client docker.com myservice
127.0.0.11:53

myservice

docker.com mynet

docker	service	inspect	myservice

#	Create	an	overlay	network	called	mynet
$	docker	network	create	-d	overlay	mynet
a59umzkdj2r0ua7x8jxd84dhr

#	Create	myservice	with	2	replicas	as	part	of	that	network
$	docker	service	create	--network	mynet	--name	myservice	--replicas	2	busybox	ping	localhost
8t5r8cr0f0h6k2c3k7ih4l6f5

#	Get	the	VIP	that	was	created	for	that	service
$	docker	service	inspect	myservice
...

"VirtualIPs":	[
																{
																				"NetworkID":	"a59umzkdj2r0ua7x8jxd84dhr",
																				"Addr":	"10.0.0.3/24"
																},
														]

--
endpoint-mode

--publish

ipvs iptables

service
ingress ingress

#	Create	a	service	with	two	replicas	and	export	port	8000	on	the	cluster
$	docker	service	create	--name	app	--replicas	2	--network	appnet	--publish	8000:80	nginx

8000
8000

ingress

HTTP/1.1 HTTP/1.1 Host:
curl

$	curl	-v	docker.com
*	Rebuilt	URL	to:	docker.com/
*			Trying	52.20.149.52...
*	Connected	to	docker.com	(52.20.149.52)	port	80	(#0)
>	GET	/	HTTP/1.1
>	Host:	docker.com
>	User-Agent:	curl/7.49.1
>	Accept:	*/*

com.docker.ucp.mesh.http
Host: com.docker.ucp.mesh.http

ucp-interlock-proxy

Host:

ingress

ucp-interlock
ucp-interlock-extension

ucp-interlock-extension ucp-interlock

ucp-interlock-proxy

ucp-interlock-proxy

ucp-interlock-extension
ucp-interlock-proxy

com.docker.lb.hosts Host:
Host: com.docker.lb.port

ucp-interlock-proxy

ucp-interlock ucp-interlock-extension ucp-
interlock-proxy ucp-interlock-proxy

Host:
80 8443

com.docker.lb.network

com.docker.lb.network

com.docker.lb.port
com.docker.lb.hosts

foo.example.com

foo.example.com

foo.example.com

foo.example.com

com.docker.lb.hosts com.docker.lb.port

com.docker.lb.hosts

com.docker.lb.port

com.docker.lb.network

syslog

docker	service	update	--log-driver=syslog	--log-opt	syslog-address=udp://<ip_address>:514	ucp-interl
ock-proxy

80 8443

ucp-interlock-proxy

docker	node	update	--label-add	nodetype=loadbalancer	<node>

ucp-interlock
ProxyConstraints

ucp-interlock
config.toml

CURRENT_CONFIG_NAME=$(docker	service	inspect	--format	\
'{{	(index	.Spec.TaskTemplate.ContainerSpec.Configs	0).ConfigName	}}'	\
ucp-interlock)

docker	config	inspect	--format	'{{	printf	"%s"	.Spec.Data	}}'	\
$CURRENT_CONFIG_NAME	>	config.toml

ProxyConstraints config.toml

[Extensions]
		[Extensions.default]
				ProxyConstraints	=	["node.labels.com.docker.ucp.orchestrator.swarm==true",	"node.labels.nodetype
==loadbalancer"]

config

docker	config	create	$NEW_CONFIG_NAME	config.toml

ucp-interlock

docker	service	update	\
		--config-rm	$CURRENT_CONFIG_NAME	\
		--config-add	source=$NEW_CONFIG_NAME,target=/config.toml	\
ucp-interlock

$	wget	https://raw.githubusercontent.com/dockersuccess/counter-demo/master/interlock-docker-compose.yml
$	DOMAIN=<domain-to-route>	docker	stack	deploy	-c	interlock-docker-compose.yml	http-example

http://<domain-to-route>/

com.docker.lb.websocket_endpoints
/total

version:	"3.3"

services:
		web:
				image:	dockersuccess/webserver:latest
				environment:
						app_url:	app:8080
				deploy:
						replicas:	2
						labels:
								com.docker.lb.hosts:	${DOMAIN:-app.dockerdemos.com}
								com.docker.lb.port:	2015
								com.docker.lb.websocket_endpoints:	/total
				networks:
						-	frontend

		app:
				image:	dockersuccess/counter-demo:latest
				environment:
						ENVIRONMENT:	${env:-PRODUCTION}
				deploy:
						replicas:	5
						endpoint_mode:	dnsrr
				networks:
						-	frontend
						-	backend

		db:
				image:	redis:latest
				volumes:
						-	data:/data
				networks:
						backend:

networks:
		frontend:
				driver:	overlay
		backend:
				driver:	overlay

volumes:
		data:

${DOMAIN:-
app.dockerdemos.com}

http://<domain-to-route>

web app
db

<stack-name>_frontend <stack-
name>_backend web app <stack-name>_frontend app db

<stack-name>_backend web db
app db

app app <stack-name>_frontend
app

web app_url app:8080
app

db <stack-name>_backend
app db

app
web com.docker.lb.hosts com.docker.lb.port

com.docker.lb.hosts
$DOMAIN com.docker.lb.ports

web 2015 web
<stack-name>_frontend <stack-name>_frontend

web

web web

$DOMAIN

http://$DOMAIN
web

com.docker.lb.*

JSESSIONID
com.docker.lb.sticky_session_cookie JSESSIONID

com.docker.lb.sticky_session_cookie

#	Create	an	overlay	network	so	that	service	traffic	is	isolated	and	secure
docker	network	create	-d	overlay	demo

#	Next	create	the	service	with	the	cookie	to	use	for	sticky	sessions.	Replace	<domain-to-route>	with	a	val
id	domain.
docker	service	create	\
--name	demo	\
--network	demo	\
--detach=false	\
--replicas=5	\
--label	com.docker.lb.hosts=<domain-to-route>	\
--label	com.docker.lb.sticky_session_cookie=session	\
--label	com.docker.lb.port=8080	\
--env	METADATA="demo-sticky"	\
dockersuccess/docker-demo

http://<domain-to-route> curl

demo.local <domain-to-route>

$>	curl	-vs	-c	cookie.txt	-b	cookie.txt	http://demo.local/ping
*	Trying	127.0.0.1...
*	TCP_NODELAY	set
*	Connected	to	127.0.0.1	(127.0.0.1)	port	80	(#0)
GET	/ping	HTTP/1.1
Host:	demo.local
User-Agent:	curl/7.54.0
Accept:	*/*
Cookie:	session=1510171444496686286

<	HTTP/1.1	200	OK
<	Server:	nginx/1.13.6
<	Date:	Wed,	08	Nov	2017	20:04:36	GMT
<	Content-Type:	text/plain;	charset=utf-8
<	Content-Length:	117
<	Connection:	keep-alive
*	Replaced	cookie	session="1510171444496686286"	for	domain	demo.local,	path	/,	expire	0
<	Set-Cookie:	session=1510171444496686286
<	x-request-id:	3014728b429320f786728401a83246b8
<	x-proxy-id:	eae36bf0a3dc
<	x-server-info:	interlock/2.0.0	(147ff2b1)	linux/amd64
<	x-upstream-addr:	10.0.2.5:8080
<	x-upstream-response-time:	1510171476.948
<
{"instance":"9c67a943ffce","version":"0.1","metadata":"demo-sticky","request_id":"3014728b429320f786728401
a83246b8"}

curl Set-Cookie
x-upstream-addr

IP	Hashing

com.docker.lb.ip_hash

$>	docker	network	create	-d	overlay	demo
1se1glh749q1i4pw0kf26mfx5

$>	docker	service	create	\
--name	demo	\
--network	demo	\
--detach=false	\
--replicas=5	\
--label	com.docker.lb.hosts=demo.local	\
--label	com.docker.lb.port=8080	\
--label	com.docker.lb.ip_hash=true	\
--env	METADATA="demo-sticky"	\
dockersuccess/docker-demo

openssl

$>	openssl	req	\
-new	\
-newkey	rsa:4096	\
-days	3650	\
-nodes	\
-x509	\
-subj	"/C=US/ST=SomeState/L=SomeCity/O=Interlock/CN=demo.local"	\
-keyout	demo.local.key	\
-out	demo.local.cert

$>	docker	secret	create	demo.local.cert	demo.local.cert
ywn8ykni6cmnq4iz64um1pj7s
$>	docker	secret	create	demo.local.key	demo.local.key
e2xo036ukhfapip05c0sizf5w

$>	docker	network	create	-d	overlay	demo
1se1glh749q1i4pw0kf26mfx5

$>	docker	service	create	\
--name	demo	\
--network	demo	\
--label	com.docker.lb.hosts=demo.local	\
--label	com.docker.lb.port=8080	\
--label	com.docker.lb.ssl_cert=demo.local.cert	\
--label	com.docker.lb.ssl_key=demo.local.key	\
dockersuccess/docker-demo
6r0wiglf5f3bdpcy6zesh1pzx

https://demo.local

demo.local

$>	curl	-vsk	https://demo.local/ping
*			Trying	127.0.0.1...
*	TCP_NODELAY	set
*	Connected	to	demo.local	(127.0.0.1)	port	443	(#0)
*	ALPN,	offering	http/1.1
*	Cipher	selection:	ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW:!RC4:@STRENGTH
*	successfully	set	certificate	verify	locations:
*			CAfile:	/etc/ssl/certs/ca-certificates.crt
		CApath:	none
*	TLSv1.2	(OUT),	TLS	handshake,	Client	hello	(1):
*	TLSv1.2	(IN),	TLS	handshake,	Server	hello	(2):
*	TLSv1.2	(IN),	TLS	handshake,	Certificate	(11):
*	TLSv1.2	(IN),	TLS	handshake,	Server	key	exchange	(12):
*	TLSv1.2	(IN),	TLS	handshake,	Server	finished	(14):
*	TLSv1.2	(OUT),	TLS	handshake,	Client	key	exchange	(16):
*	TLSv1.2	(OUT),	TLS	change	cipher,	Client	hello	(1):
*	TLSv1.2	(OUT),	TLS	handshake,	Finished	(20):
*	TLSv1.2	(IN),	TLS	change	cipher,	Client	hello	(1):
*	TLSv1.2	(IN),	TLS	handshake,	Finished	(20):
*	SSL	connection	using	TLSv1.2	/	ECDHE-RSA-AES256-GCM-SHA384
*	ALPN,	server	accepted	to	use	http/1.1
*	Server	certificate:
*		subject:	C=US;	ST=SomeState;	L=SomeCity;	O=Interlock;	CN=demo.local
*		start	date:	Nov		8	16:23:03	2017	GMT
*		expire	date:	Nov		6	16:23:03	2027	GMT
*		issuer:	C=US;	ST=SomeState;	L=SomeCity;	O=Interlock;	CN=demo.local
*		SSL	certificate	verify	result:	self	signed	certificate	(18),	continuing	anyway.
>	GET	/ping	HTTP/1.1
>	Host:	demo.local
>	User-Agent:	curl/7.54.0
>	Accept:	*/*
>
<	HTTP/1.1	200	OK
<	Server:	nginx/1.13.6
<	Date:	Wed,	08	Nov	2017	16:26:55	GMT
<	Content-Type:	text/plain;	charset=utf-8
<	Content-Length:	92
<	Connection:	keep-alive
<	Set-Cookie:	session=1510158415298009207;	Path=/;	Expires=Thu,	09	Nov	2017	16:26:55	GMT;	Max-Age=86400
<	x-request-id:	4b15ab2aaf2e0bbdea31f5e4c6b79ebd
<	x-proxy-id:	a783b7e646af
<	x-server-info:	interlock/2.0.0	(147ff2b1)	linux/amd64
<	x-upstream-addr:	10.0.2.3:8080

{"instance":"c2f1afe673d4","version":"0.1",request_id":"7bcec438af14f8875ffc3deab9215bc5"}

localhost:port
service

kube-proxy kube-
proxy kube-api Service

type Service
ClusterIP

type

None

None

kubectl

apiVersion:	apps/v1beta2
kind:	Deployment
metadata:
		name:	nginx
spec:
		replicas:	2
		selector:
			matchLabels:
				app:	nginx
		template:
				metadata:
						name:	nginx
						labels:
								app:	nginx
				spec:
						containers:
						-	name:	nginx
								image:	nginx
								ports:
								-	containerPort:	80
---
apiVersion:	v1
kind:	Service
metadata:
		labels:
				name:	nginxservice
		name:	nginxservice
spec:
		ports:
				-	port:	80
		selector:
				app:	nginx
		type:	NodePort

kubectl	apply

nginxservice

docker-compose.yml
docker-

compose.yml
kubectl

kubectl	get	stacks

apiVersion:	v1
kind:	Namespace
metadata:
		name:	demo

web app
db db

PersistentVolume

kind:	PersistentVolume
apiVersion:	v1
metadata:
		name:	var-tmp-volume
		labels:
				type:	local
spec:
		capacity:
				storage:	100Mi
		accessModes:
				-	ReadWriteOnce
		hostPath:
				path:	"/var/tmp"

/var/tmp

k8s-demo

version:	"3.3"

services:
		web:
				image:	dockersuccess/webserver:latest
				environment:
						app_url:	app:8080
				deploy:
						replicas:	5
				ports:
						-	"2015"
				networks:
						-	frontend

		app:
				image:	dockersuccess/counter-demo:latest
				environment:
						ENVIRONMENT:	${env:-DEVELOPMENT}
				deploy:
						replicas:	10
						endpoint_mode:	dnsrr
				networks:
						-	frontend
						-	backend

		db:
				image:	redis:latest
				volumes:
						-	data:/data
				networks:
						backend:

networks:
		frontend:
				driver:	overlay
		backend:
				driver:	overlay

volumes:
		data:

demo

LoadBalancer
LoadBalancer

ingress-nginx
default ingress-

nginx

ingress-nginx

apiVersion:	v1
kind:	Namespace
metadata:
		name:	ingress-nginx

default ingress-nginx
default ingress-nginx

Restricted	Control

ingress-nginx default

ingress-nginx

apiVersion:	extensions/v1beta1
kind:	Deployment
metadata:
		name:	default-http-backend
		labels:
				app:	default-http-backend
		namespace:	ingress-nginx
spec:
		replicas:	1
		template:
				metadata:
						labels:
								app:	default-http-backend
				spec:
						terminationGracePeriodSeconds:	60
						containers:
						-	name:	default-http-backend
								#	Any	image	is	permissable	as	long	as:
								#	1.	It	serves	200	on	a	/healthz	endpoint
								#	2.	It	serves	a	404	page	for	all	other	endpoints
								image:	gcr.io/google_containers/defaultbackend:1.4
								livenessProbe:
										httpGet:
												path:	/healthz
												port:	8080
												scheme:	HTTP
										initialDelaySeconds:	30
										timeoutSeconds:	5
								ports:
								-	containerPort:	8080
								resources:
										limits:
												cpu:	10m
												memory:	20Mi
										requests:
												cpu:	10m
												memory:	20Mi
---
apiVersion:	v1
kind:	Service
metadata:
		name:	default-http-backend
		namespace:	ingress-nginx
		labels:
				app:	default-http-backend
spec:
		ports:
		-	port:	80
				targetPort:	8080
		selector:
				app:	default-http-backend
---
kind:	ConfigMap
apiVersion:	v1
metadata:
		name:	nginx-configuration
		namespace:	ingress-nginx
		labels:
				app:	ingress-nginx
---
kind:	ConfigMap
apiVersion:	v1
metadata:
		name:	tcp-services
		namespace:	ingress-nginx
---
kind:	ConfigMap
apiVersion:	v1
metadata:
		name:	udp-services
		namespace:	ingress-nginx
---
apiVersion:	extensions/v1beta1
kind:	Deployment
metadata:
		name:	nginx-ingress-controller
		namespace:	ingress-nginx
spec:
		replicas:	1
		selector:
				matchLabels:
						app:	ingress-nginx
		template:
				metadata:
						labels:
								app:	ingress-nginx
						annotations:
								prometheus.io/port:	'10254'
								prometheus.io/scrape:	'true'
				spec:
						initContainers:
						-	command:
								-	sh
								-	-c
								-	sysctl	-w	net.core.somaxconn=32768;	sysctl	-w	net.ipv4.ip_local_port_range="1024	65535"
								image:	alpine:3.6
								imagePullPolicy:	IfNotPresent
								name:	sysctl
								securityContext:
										privileged:	true
						containers:
								-	name:	nginx-ingress-controller
										image:	quay.io/kubernetes-ingress-controller/nginx-ingress-controller:0.10.2
										args:
												-	/nginx-ingress-controller
												-	--default-backend-service=$(POD_NAMESPACE)/default-http-backend
												-	--configmap=$(POD_NAMESPACE)/nginx-configuration
												-	--tcp-services-configmap=$(POD_NAMESPACE)/tcp-services
												-	--udp-services-configmap=$(POD_NAMESPACE)/udp-services
												-	--annotations-prefix=nginx.ingress.kubernetes.io
										env:
												-	name:	POD_NAME
														valueFrom:
																fieldRef:
																		fieldPath:	metadata.name
												-	name:	POD_NAMESPACE
														valueFrom:
																fieldRef:
																		fieldPath:	metadata.namespace
										ports:
										-	name:	http
												containerPort:	80
										-	name:	https
												containerPort:	443
										livenessProbe:
												failureThreshold:	3
												httpGet:
														path:	/healthz
														port:	10254
														scheme:	HTTP
												initialDelaySeconds:	10
												periodSeconds:	10
												successThreshold:	1
												timeoutSeconds:	1
										readinessProbe:
												failureThreshold:	3
												httpGet:
														path:	/healthz
														port:	10254
														scheme:	HTTP
												periodSeconds:	10
												successThreshold:	1
												timeoutSeconds:	1
---
apiVersion:	v1
kind:	Service
metadata:
		name:	ingress-nginx
		namespace:	ingress-nginx
spec:
		type:	NodePort
		ports:
		-	name:	http
				port:	80
				nodePort:	35000
				targetPort:	80
				protocol:	TCP
		-	name:	https
				port:	443
				nodePort:	35443
				targetPort:	443
				protocol:	TCP
		selector:
				app:	ingress-nginx

nginx-ingress-controller
ingress-nginx 35000 35443

default-http-backend /healthz

ingress-nginx
/healthz

ingress-controller

-H --header curl

*.dockerdemos.com

demo
demo/k8s-demo

compose.yaml web -	"2015:2015" -	2015

demo

apiVersion:	extensions/v1beta1
kind:	Ingress
metadata:
		name:	noop-ingress
spec:
		rules:
		-	host:	app.dockerdemos.com
				http:
						paths:
						-	backend:
										serviceName:	web-published
										servicePort:	2015

app.dockerdemos.com
http://app.dockerdemos.com:35000

35000

35000

words blue

blue

apiVersion:	v1
kind:	Namespace
metadata:
		name:	blue

words Kubernetes	Workloads blue

version:	'3.3'

services:
		web:
				build:	web
				image:	dockerdemos/lab-web
				volumes:
					-	"./web/static:/static"
				ports:
					-	"80:80"

		words:
				build:	words
				image:	dockerdemos/lab-words
				deploy:
						replicas:	5
						endpoint_mode:	dnsrr
						resources:
								limits:
										memory:	16M
								reservations:
										memory:	16M

		db:
				build:	db
				image:	dockerdemos/lab-db

blue

apiVersion:	extensions/v1beta1
kind:	Ingress
metadata:
		name:	words-ingress
spec:
		rules:
		-	host:	words.dockerdemos.com
				http:
						paths:
						-	backend:
										serviceName:	web-published
										servicePort:	80

words http://words.dockerdemos.com:35000

35000 35443
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