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Microsoft rushes to register Autodiscover
domains leaking credentials
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Microsoft is rushing to register Internet domains used to steal Windows
credentials sent from faulty implementations of the Microsoft Exchange
Autodiscover protocol.
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However, many mail-elients; including some versions-of Mierosoft- Outlook
and Office 365, incorrectly implement the Autodiscover protocol causing
them to try and authenticate to third-party autodiscover.[tld] URLs that are
not related to a user's organization.

Examples of such domains include autodiscover.com, autodiscover.uk, and
autodiscover.de.

Threat actors could register autodiscover.[tld] domains and begin collecting
the leaked Windows and email credentials for attacks against the
organization.

Microsoft rushes to register autodiscover
domains

Research regarding faulty Microsoft Autodiscover protocol implementations
leaking Windows credentials is not new, and Microsoft has been aware of the
issue for years.

The research was first disclosed in a Black Hat Asia 2017 briefing
(https://www.blackhat.com/asia-17/briefings/schedule/#all-your-emails-
belong-to-us-exploiting-vulnerable-email-clients-via-domain-name-
collision-5301), together with a formal research paper
(https://www.blackhat.com/docs/asia-17/materials/asia-17-Nesterov-All-
Your-Emails-Belong-To-Us-Exploiting-Vulnerable-Email-Clients-Via-
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Domain-Name-Collision-wp.pdf) explaining the leaks. Other researchers
also said they have reported the issue to Microsoft in the past and were told
it was not a bug.
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marketing team presented it to the media, so we learned of the claims
today." Jeff Jones, Sr. Director, Microsoft.

Since then, Microsoft has been rushing to register any autodiscover.[tld]
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used to steal Windows
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% ng@DESKTOP-JI3G28P: $ whois autodiscover.pr
Pomain Name: AUTODISCOVER.PR

[Registrar URL: v.markmonitor.com
Updated Date: 202 20:11:83Z
Creation Date: 2021-09- 0:85:597
Registry Expiry Date: 2 -89-22720:085:59Z
Registrar Registration Expiration Date:
[Registrar: MarkMonitor Inc.

[Registrar IANA ID: 292

|Registrar Abuse Contact Email: abusecomplaints@markmonitor.com

%egistrar Abuse Contact Phone: +1.2083895740

: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID: C1389621-AGRS
Registrant Name: Domain Administrator
Registrant Organization: Microsoft Corporation
Street: One Microsoft Way
City: Redmond
Registrant State/Province: WA
Registrant Postal Code: 98852
Registrant Country: US

Microsoft registering autodiscover domains

At the time of this writing, BleepingComputer has confirmed that Microsoft
registered at least 68 domains related to Autodiscover, which are listed
below.
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autodiscover.st
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autodiscover.af

autodiscover.mq

autodiscover.com.es

autodiscover.ax

autodiscover.yt

autodiscover.org.es

autodiscover.as

autodiscover.mn

autodiscover.ch

autodiscover.ag

autodiscover.ms
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autodiscover.by

autodiscovernz

autodiscover.ug

autodiscover.bj

autodiscover.ni

autodiscover.vi

autodiscover.bi

autodiscover.ng

autodiscover.uz

autodiscover.cm

autodiscover.nf

autodiscover.vu

autodiscover.cl

autodiscover.pa

autodiscover.vn

autodiscover.do

autodiscover.wf

autodiscover.pe

BleepingComputer also knows of thirty-eight other domains registered since
September 22nd whose owners are hidden behind privacy or WHOIS
restrictions that were likely registered by Microsoft, researchers, or
potentially threat actors.

The actual number of registered domains is likely far larger, as
BleepingComputer has seen Microsoft register multiple autodiscover
domains for the same TLD, such as autodiscover.com.es and
autodiscover.org.es.

One domain, autodiscover.ch, has been registered since at least 2015 and
uses microsoftonline.com as the DNS servers, but it is not clear who owns it.

While registering autodiscover.[tld] domains will block some of the leaks,
Microsoft will need to issue fixes for the poor Autodiscover implementation
in their Microsoft Outlook and Office 365 mail clients to resolve the issue
further.



As other non-Microsoft applications also have faulty protocol
implementations, Microsoft will also have to release guidance on how to
properly create Autodiscover URLs sq_ Jeh:aredemfigls are not sent to
untrustworthy domains. \
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Microsoft Exchange ProxyToken bug can let hackers steal user email
(https://www.bleepingcomputer.com/news/security/microsoft-exchange-
proxytoken-bug-can-let-hackers-steal-user-email /)
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AGREE

< PREVIOUS ARTICLE ore orTions NEXTARTICLE >

(HTTPS://WWW.BLEEPINGCOMPUTHR.TR8/MEWS MERMNGCBMAPUTER.COM/NEWS/SECURITY/EMERG
OFFICIALLY-BLAMES-RUSSIA- GOOGLE-CHROME-UPDATE-
FOR-GHOSTWRITER-HACKING- FIXES-ZERO-DAY-EXPLOITED-IN-

ACTIVITIES/) THE-WILD/)


https://www.bleepingcomputer.com/author/lawrence-abrams/
mailto:lawrence.abrams@bleepingcomputer.com
https://twitter.com/LawrenceAbrams
https://www.bleepingcomputer.com/author/lawrence-abrams/
https://www.bleepingcomputer.com/news/security/eu-officially-blames-russia-for-ghostwriter-hacking-activities/
https://www.bleepingcomputer.com/news/security/emergency-google-chrome-update-fixes-zero-day-exploited-in-the-wild/

Post a Comment

Community Rules (https:/ leepingcomputer.com/posting-guidelines/)

computer

uter to a working computer

_We value your privacy
You need to login in order to post a comment
We and our partners store and/or access information on a device, such as cookies and process personal data, such as

unique identifiers and standard information sent by a device for personalised ads and content, ad and content
measurement, and audience insights, as well as !DOO%OeIop and improve products.

With your permission we and Nacr)gae{tners may use grteflff%iosl%gartl data and identification through device scanning.

. me € \CT1 KT)OW .
You may click to consent to our and our paI;'[tlnersr Bf'ocessm s described above. Alternatively you may access more

detailed infom;m%dmﬁdek}lﬁeﬂmmlg&wMmﬁ#@mm&ﬂ:@@ﬁsﬁhﬂa Please note that some
processing of your pe@@@@pe&mﬂ@@e@b@&s@%mf@g@ﬁégbt to object to such processing. Your

preferences will apply to this website only. You can change your preferences at any time by returning to this site or visit
our privacy policy.

You may also like:

AGREE

MORE OPTIONS

DETECT

STOLEN CARDS

(https://www.bleepingcomputer.com/go/16/)


https://www.bleepingcomputer.com/posting-guidelines/
https://www.bleepingcomputer.com/forums/index.php?app=core&module=global&section=register
https://www.bleepingcomputer.com/go/16/

POPULAR STORIES

Apple patches new zero-
day bug used to hack
iPhones and Macs We value your privacy

(Inenmd vy warierpi gepenynd/er cetRSRaWE/@RRIR BRRIRtevice, such as cookies and process personal data, such as

patiguesdeiifizesaia ythngausadformation sent by a device for personalised ads and content, ad and content
tovsaxképieon esrainaldiaesy )nsights, as well as to develop and improve products.

With your permission we and our partners may use precise geolocation data and identification through device scanning.
You may click to consent to our and our partners’ processing as described above. Alternatively you may access more
Reseanchendrops dlhﬁgéyour preferences before consenting or to refuse consenting. Please note that some
S seing-adays tradnApplenay not require your consent, but you have a right to object to such processing. Your
REFe SRty fiizerly to this website only. You can change your preferences at any time by returning to this site or visit

(R%‘{ﬁ)sr:'y/avs%eﬂlﬁgépingcomputer. com/news/security/researcher-
drops-three-ios-zero-days-that-
apple-refused-to-fix/)

AGREE

MORE OPTIONS

NEWSLETTER
SIGN UP
To receive periodic
updates and news
from


https://www.bleepingcomputer.com/news/apple/apple-patches-new-zero-day-bug-used-to-hack-iphones-and-macs/
https://www.bleepingcomputer.com/news/security/researcher-drops-three-ios-zero-days-that-apple-refused-to-fix/

BleepingComputer (/),
please use the form
below.

computer
o bt .3 vor ot

Email Address... We value your privacy

We and our partners store and/or access information on a device, such as cookies and process personal data, such as
unique identifigiglsfitstandard information sent by a device for personalised ads and content, ad and content
measurement, and audience insights, as well as to develop and improve products.

With your permission we and our partners may use precise geolocation data and identification through device scanning.
Actonis Cvoer Browect ur partners’ processing as described above. Alternatively you may access more
Horne GF preferences before consenting or to refuse consenting. Please note that some
Fonm=tiy Lorens not require your consent, but you have a right to object to such processing. Your

only. You can change your preferences at any time by returning to this site or visit

with integrated backup
and anti-malware

e e

https://www.bleepingcomputer.com/go/15/) MORE OPTIONS



https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/go/15/

computer
lating bt .3 wor ot

We value your privacy

We and our partners store and/or access information on a device, such as cookies and process personal data, such as
unique identifiers and standard information sent by a device for personalised ads and content, ad and content
measurement, and audience insights, as well as to develop and improve products.

With your permission we and our partners may use precise geolocation data and identification through device scanning.
You may click to consent to our and our partners’ processing as described above. Alternatively you may access more
detailed information and change your preferences before consenting or to refuse consenting. Please note that some
processing of your personal data may not require your consent, but you have a right to object to such processing. Your
preferences will apply to this website only. You can change your preferences at any time by returning to this site or visit
our privacy policy.

AGREE

MORE OPTIONS




computer
o bt .3 vor ot

We value your privacy

We and our partners store and/or access information on a device, such as cookies and process personal data, such as
unique identifiers and standard information sent by a device for personalised ads and content, ad and content
measurement, and audience insights, as well as to develop and improve products.

With your permission we and our partners may use precise geolocation data and identification through device scanning.
You may click to consent to our and our partners’ processing as described above. Alternatively you may access more
detailed information and change your preferences before consenting or to refuse consenting. Please note that some
processing of your personal data may not require your consent, but you have a right to object to such processing. Your
preferences will apply to this website only. You can change your preferences at any time by returning to this site or visit
our privacy policy.

AGREE

MORE OPTIONS




computer
o bt .3 vor ot

We value your privacy

We and our partners store and/or access information on a device, such as cookies and process personal data, such as
unique identifiers and standard information sent by a device for personalised ads and content, ad and content
measurement, and audience insights, as well as to develop and improve products.

With your permission we and our partners may use precise geolocation data and identification through device scanning.
You may click to consent to our and our partners’ processing as described above. Alternatively you may access more
detailed information and change your preferences before consenting or to refuse consenting. Please note that some
processing of your personal data may not require your consent, but you have a right to object to such processing. Your
preferences will apply to this website only. You can change your preferences at any time by returning to this site or visit
our privacy policy.

AGREE

MORE OPTIONS




We value your privacy

We and our partners store and/or access information on a device, such as cookies and process personal data, such as
unique identifiers and standard information sent by a device for personalised ads and content, ad and content
measurement, and audience insights, as well as to develop and improve products.

With your permission we and our partners may use precise geolocation data and identification through device scanning.
You may click to consent to our and our partners’ processing as described above. Alternatively you may access more
detailed information and change your preferences before consenting or to refuse consenting. Please note that some
processing of your personal data may not require your consent, but you have a right to object to such processing. Your
preferences will apply to this website only. You can change your preferences at any time by returning to this site or visit
our privacy policy.

NEWSLETTER SIGN UP
Email Address... AGREE SUBMIT
MORE OPTIONS

(https://www.bleepingcomputer.com/)

(https://www.bleepingcomputer.com/download/)
(https://www.bleepingcomputer.com/virus-removal/)
(https://www.bleepingcomputer.com/tutorials/)
(https://www.bleepingcomputer.com/startups/)
(https://www.bleepingcomputer.com/uninstall/)
(https://www.bleepingcomputer.com/filedb/)
(https://www.bleepingcomputer.com/glossary/)

COMMUNITY

(https://www.bleepingcomputer.com/forums/)
(https://www.bleepingcomputer.com/forum-rules/)
(https://www.bleepingcomputer.com/forums/t/730914/the-bleepingcomputer-official-discord-chat-server-come-join-the-fun/)

USEFUL RESOURCES

(https://www.bleepingcomputer.com/welcome-guide/)
(https://www.bleepingcomputer.com/sitemap/)

COMPANY

(https://www.bleepingcomputer.com/about/)
(https://www.bleepingcomputer.com/contact/)
(https://www.bleepingcomputer.com/news-tip/)
(https://www.bleepingcomputer.com/advertise/)
(https://www.bleepingcomputer.com/write-for-bleepingcomputery/)
(https://www.bleepingcomputer.com/rss-feeds/)

(https://www.bleepingcomputer.com/changelog/)


https://www.facebook.com/BleepingComputer
https://twitter.com/BleepinComputer
https://www.youtube.com/user/BleepingComputer
https://www.bleepingcomputer.com/feed/

Terms of Use (https://www.bleepingcomputer.com/terms-of-use/) - Privacy Policy (https://www.bleepingcomputer.com/privacy/) -

Ethics Statement (https://www.bleepingcomp om/ethics-statement/)
computer

g computer

Copyright @ 2099@2\9%] Lﬂeﬁglm,(bolqwggf’ LLC (https:/www.bleepingcomputer.com/) - All Rights Reserved

We and our partners store and/or access information on a device, such as cookies and process personal data, such as
unique identifiers and standard information sent by a device for personalised ads and content, ad and content
measurement, and audience insights, as well as to develop and improve products.

With your permission we and our partners may use precise geolocation data and identification through device scanning.
You may click to consent to our and our partners’ processing as described above. Alternatively you may access more
detailed information and change your preferences before consenting or to refuse consenting. Please note that some
processing of your personal data may not require your consent, but you have a right to object to such processing. Your

preferences will apply to this website only. You can change your preferences at any time by returning to this site or visit
our privacy policy.

AGREE

MORE OPTIONS



https://www.bleepingcomputer.com/terms-of-use/
https://www.bleepingcomputer.com/privacy/
https://www.bleepingcomputer.com/ethics-statement/
https://www.bleepingcomputer.com/

