
hxxp://[username].[wildcard	domain].[tld]/#[user	email	encoded	in	Base64]

hxxp://login[.]nmmnvvx[.]xyz/yamRSmFG#[username]@[organizationname].[tld]

​

​

let	OfficeHomeSessionIds	=	
AADSignInEventsBeta
|	where	Timestamp	>	ago(1d)
|	where	ErrorCode	==	0
| where ApplicationId == "4765445b-32c6-49b0-83e6-
1d93765276ca" //OfficeHome application	
| where ClientAppUsed == "Browser"	
| where LogonType has "interactiveUser"	
|	summarize	arg_min(Timestamp,	Country)	by	SessionId;
AADSignInEventsBeta
|	where	Timestamp	>	ago(1d)
|	where ApplicationId != "4765445b-32c6-49b0-83e6-1d93765276ca"
|	where ClientAppUsed == "Browser"	
|	project	OtherTimestamp	=	Timestamp,	Application,	ApplicationId,	AccountObjectId,	
AccountDisplayName,	OtherCountry	=	Country,	SessionId
|	join	OfficeHomeSessionIds	on	SessionId
|	where	OtherTimestamp	>	Timestamp	and	OtherCountry	!=	Country

AADSignInEventsBeta	
| where Timestamp > ago(7d)	
| where ApplicationId == "4765445b-32c6-49b0-83e6-
1d93765276ca" //OfficeHome application	
| where ClientAppUsed == "Browser"	
| where LogonType has "interactiveUser"	
| summarize Countries = make_set(Country) by AccountObjectId, AccountDisplayName	

//Find	suspicious	tokens	tagged	by	AAD	"Anomalous	Token"	alert
let	suspiciousSessionIds	=	materialize(
AlertInfo
|	where	Timestamp	>	ago(7d)
|	where	Title	==	"Anomalous	Token"
|	join	(AlertEvidence	|	where	Timestamp	>	ago(7d)	|	where	EntityType	==	
"CloudLogonSession")	on	AlertId
|	project	sessionId	=	todynamic(AdditionalFields).SessionId);
//Find	Inbox	rules	created	during	a	session	that	used	the	anomalous	token
let	hasSuspiciousSessionIds	=	isnotempty(toscalar(suspiciousSessionIds));
CloudAppEvents
|	where	hasSuspiciousSessionIds
|	where	Timestamp	>	ago(21d)
|	where	ActionType	==	"New-InboxRule"
|	where	RawEventData.SessionId	in	(suspiciousSessionIds)
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