7~ aikido

< Blog / Vulnerabilities & Threats

%ﬁi Rein Daelman | #AIl #SAST #Vulnerabilities

Published on: December 4, 2025 Last updated on: December 4, 2025

‘hich we have named PromptPwnd, in

This website uses cookies with Al agents like Gemini CLI, Claude
elines.

We use cookies to enhance your browsing experience,

. ) "indicators suggesting the same flaw is
serve personalized ad content, and to analyze our traffic. By 99 9
clicking "Accept All", you consent to our use of

cookies. Cookie Policy y pattern, open-sourcing Opengrep rules

Customize iinerability pattern, and Google patched it



https://www.aikido.dev/blog
https://www.aikido.dev/category/vulnerabilities-threats
https://www.aikido.dev/team-members/rein-daelman
https://github.com/AikidoSec/opengrep-rules
https://www.aikido.dev/
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies
https://www.aikido.dev/policies/cookies

The pattern:
Untrusted user input - injected into prompts - Al agent executes privileged tools - secrets leaked
or workflows manipulated.

First confirmed real-world demonstration that Al prompt injection can compromise CI/CD pipelines.

Option 1) Use Aikido on your GitHub and GitLab repos, Aikido scans automatically to see if you are
affected. This is available in the free version.

Option 2) run_ Opengrep playground with the open rules for detecting these issues on your GitHub Action
yml files.
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Restrict the toolset available to Al agents
Avoid giving them the ability to write to issues or pull requests.

Avoid injecting untrusted user input into Al prompts
If unavoidable, sanitize and validate thoroughly.

Treat Al output as untrusted code
Do not execute generated output without validation.

Restrict blast radius of leaked GitHub tokens
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Now researchers at Aikido have discovered a widespread GitHub Actions vulnerability v d
with Al tools.

Al agents connected to GitHub Actions/GitLab CI/CD are processing untrusted user input, and executing
shell commands with access to high-privilege tokens.

Aikido identified that several Al-integrated GitHub Actions and GitLab workflows:

¢ Embedded untrusted issue, PR, or commit content directly into prompts.
« Granted Al models access to high-privilege tokens.
e Exposed tooling that allowed:

o Editing issues/PRs

o Running shell commands

o Commenting or modifying repository data

+ Aikido reproduced the exploitation scenario in a controlled, private test environment, without using
real tokens, and notified affected vendors.

* Google remediated the Gemini CLI issue after Aikido’s responsible disclosure.

The attack is a new variant of supply-chain risk where:

1. Untrusted user-controlled strings (issue bodies, PR descriptions, commit messages) are inserted
into LLM prompts.

2. The Al agent interprets malicious embedded text as instructions, not content.
3. The Al uses its built-in tools (e.g., gh issue edit) to take privileged actions in the repository.

4. If high-privilege secrets are present, these can be leaked or misused.
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Workflows are at risk if they:

e Use Al agents including:
o Gemini CLI
o Claude Code Actions
o OpenAl Codex Actions
o GitHub Al Inference

¢ Insert untrusted user content directly into prompts, such as:
o ${{ github.event.issue.title }}
o ${{ github.event.pull_request.body }}

o Commit messages

o Expose Al agents to high-privilege secrets:
o  GITHUB_TOKEN with write access
o Cloud access tokens

o APl keys for Al providers

o Offer Al tools allowing:
o  Shell command execution
o Editing issues or PRs

o Publishing content back to GitHub

Some workflows require write permissions to trigger, but others can be triggered by any external user
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e Summarizing long threads

e Suggesting fixes

¢ Responding to user questions
e Drafting release notes

o Generating code summaries

A typical workflow looks like this:

this
"${{ github.event.issue.title }}"

"${{ github.event.issue.body }}"

The intention is to reduce the maintainer workload.

The risk arises because untrusted user input is being directly inserted into Al prompts. The Al's response
is then used inside shell commands or GitHub CLI operations that run with repository-level or even
cloud-level privileges.

So, how does using Al inside your workflow actually work? Classic prompt injection works by getting an Al
model to treat data in a payload as model instructions. The most basic example is “ignore previous
instructions and do X".

The goal is to confuse the model into thinking that the data it's meant to be analysing is actually a
prompt. This is, in essence. the same pathway as being able to prompt inject into a GitHub action.
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Agents such as Gemini and many others expose specific tools that allow them to perfor G
updating a GitHub issue's title or description. If untrusted user data reaches the prompt, an attacker can
direct the model to call these tools.

Example of available tools:

"coreTools"
"run_shell_command(gh issue edit)"

"run_shell_command(gh issue list)"

If the attacker cannot achieve RCE, they can, however, still exfiltrate sensitive information such as secrets
by instructing the tool via a malicious prompt to change the GitHub Issue title to be a GitHub access
token, publishing it publicly.

Here is a real-world case reported through Google’s OSS Vulnerability Rewards Program. The target was
the gemini-cli repository, which uses the google-github-actions/run-gemini-cli action to triage issues
using a Gemini model.

All testing was performed on a private, unlinked fork using debug or test credentials. No valid Google
tokens were accessed. This vulnerability has since been fixed on Google Gemini

Where the Vulnerability Lived

The vulnerability was introudced through using a vulnerable GitHub action below.

View full GitHub Action
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Although environment variables prevent direct string-based command injection, they dc
against prompt injection. The model still receives attacker-controlled text and can be directed 1o behave
in unexpected ways.

What the Agent Could Access

The agent had access to secrets, including:

e« GEMINI_API_KEY
e GOOGLE_CLOUD_ACCESS_TOKEN

e GITHUB_TOKEN
With read and write access to code issues and pull requests

The exposed toolset included:

"coreTools"
"run_shell_command(echo)"
"run_shell_command(gh issue comment)"
"run_shell_command(gh issue view)"

"run_shell_command(gh issue edit)"

These were sufficient to leak secrets.

The Proof of Concept

A malicious issue was submitted containing hidden instructions:
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The leaked values appeared inside the issue body. The same approach could have leak )
Cloud access token.

Gemini CLI is not an isolated case. The same architectural pattern appears across many Al-powered
GitHub Actions. Below are the key risks specific to other major Al agents.

Claude Code Actions

Claude Code Actions is probably the most popular agentic GitHub action. By default, it will only run when
the pipeline is triggered by a user with write permission. However, this can be disabled with the following
setting:

allowed_non_write_users: "*"

This should be considered extremely dangerous. In our testing, if an attacker is able to trigger a workflow
that uses this setting, it is almost always possible to leak a privileged $GITHUB_TOKEN. Even if user input
is not directly embedded into the prompt, but gathered by Claude itself using its available tools.

OpenAl Codex Actions

Just like Claude Code, Codex does not run when the user triggering the workflow lacks write
permissions. The following setting disables this security boundary:

allow-users: "*"

In addition, Codex has the “safety-strategy” parameter, which defaults to the secure “drop-sudo” value.
For Codex to be vulnerable, both allow-users and safety-strategy need to be misconfigured.

GitHub Al Inference

GitHub’s own Al Inference is not necessarily an Al agent comparable with Claude Code or Gemini CLI,
however, it does have a very interesting feature:
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Some of these require collaborator permissions to exploit. Others can be triggered by a n
issue or pull request, making them vulnerable to external attackers. However, the impact or tnis shouldn’t
be undersold; we have observed vulnerabilities in many high-profile repositories. While we cannot share
complete details of all vulnerable workflows, we will update this blog with additional information once the
issues have been patched, as they have been by Gemini CLI.

e Untrusted user content is embedded directly into prompts.
e Al outputis executed as shell commands.

e Actions expose high-privilege tools to the model.

* Some workflows allow untrusted users to trigger Al agents.

* As Al agents have access to issues, PRs and comments where prompts are injected there can also
be indirect prompt injections.

These factors combine into a highly dangerous pattern.

» 1. Detects unsafe GitHub Actions configurations, including risky Al prompt flows and exposed
privileged tooling via SAST.

o 2. l|dentifies over-privileged tokens and permissions inside CI/CD pipelines before they can be
abused.

o 3.Surfaces insecure CI/CD patterns via laC scanning, such as executing unvalidated Al output or
mixing untrusted input into prompts.
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Shai-Hulud demonstrated how fragile the ecosystem becomes when GitHub Actions are misconfigured
or exposed. The rise of Al agents in CI/CD introduces an additional, largely unexplored attack surface
that attackers have already begun to target.

Any repository using Al for issue triage, PR labeling, code suggestions or automated replies is at risk of
prompt injection, command injection, secret exfiltration, repository compromise and upstream supply-
chain compromise.

This is not theoretical. Live proof-of-concept exploits already exist, and several major open-source
projects are affected.

If your project uses Al within GitHub Actions, now is the time to audit and secure your workflows.
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