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No One, Including Our Furry Friends, Will
Be Safer in Ring's Surveillance Nightmare

Check out our 4-star rating on .

SAN FRANCISCO – California must revoke permits

allowing federal agencies such as Customs and Border

Patrol (CBP) and the Drug Enforcement Administration

(DEA) to put automated license plate readers along

border highways, a coalition led by the Electronic

Frontier Foundation (EFF) and Imperial Valley Equity

&...

Coalition Urges California to Revoke

Permits for Federal License Plate Reader
Surveillance

Flock contracts have quietly spread to cities across the

country. But Flock ALPR (Automated License Plate

Readers) erode civil liberties from the moment they're

installed. While officials claim these cameras keep

neighborhoods safe, the evidence tells a different story.

The data reveals how Flock has enabled surveillance of

people seeking...

EFFecting Change: Get the Flock Out of

Our City

The Baton Rouge Police Department announced this

week that it will begin using a drone designed by

military equipment manufacturer Lockheed Martin and

Edge Autonomy, making it one of the first local police

departments to use an unmanned aerial vehicle (UAV)

with a history of primary use in foreign...

Baton Rouge Acquires a Straight-Up

Military Surveillance Drone

A few enterprising hackers have started projects to do

counter surveillance against ICE, and hopefully protect

their communities through clever use of technology.

How Hackers Are Fighting Back Against
ICE

We need to have a hard look at the surveillance industry.

It is a key enabler of vast and untold violations of

human rights and civil liberties, and it continues to be

used by aspiring autocrats to threaten our very

democracy. As long as it exists, the surveillance

industry, and...

ICE Is Going on a Surveillance Shopping
Spree

Throughout 2025, EFF conducted groundbreaking

investigations into Flock Safety's automated license

plate reader (ALPR) network, revealing a system

designed to enable mass surveillance and susceptible to

grave abuses. Our research sparked state and federal

investigations, drove landmark litigation, and exposed

dangerous expansion into always-listening voice

detection technology. We documented...

EFF's Investigations Expose Flock Safety's

Surveillance Abuses: 2025 in Review

Drone as first responder (DFR) adoption really took off

in 2025, normalizing this invasive technology while

incorporating AI and automated directions to replace

human operators— while integrating it into more real-

time crime center structures. Capturing video of your

home, your backyard, and your movements that should

require clear policies around...

Drone as First Responder Programs: 2025

in Review

In 2025, elected officials across the country began

treating surveillance technology purchases differently:

not as inevitable administrative procurements handled

by police departments, but as political decisions subject

to council oversight and constituent pressure. This shift

proved to be the most effective anti-surveillance

strategy of the year.Since February, at least 23...

Procurement Power—When Cities Realized

They Can Just Say No: 2025 in Review

Across ideologically diverse communities, 2025

campaigns against automated license plate reader

(ALPR) surveillance kept winning. From Austin, Texas

to Cambridge, Massachusetts to Eugene, Oregon,

successful campaigns combined three practical

elements: a motivated political champion on city

council, organized grassroots pressure from affected

communities, and technical assistance at...

Local Communities Are Winning Against
ALPR Surveillance—Here’s How: 2025 in

Review

In 2024, EFF wrote our initial blog about what could go

wrong when police let AI write police reports. Since

then, the technology has proliferated at a disturbing

rate. Why? The most popular generative AI tool for

writing police reports is Axon’s Draft One, and Axon

also happens to...

AI Police Reports: Year In Review

Amazon Ring’s Super Bowl ad offered a vision of our streets that should leave every

person unsettled about the company’s goals for disintegrating our privacy in public.

In the ad, disguised as a heartfelt effort to reunite the lost dogs of the country with

their innocent owners, the company previewed future surveillance of our streets: a

world where biometric identification could be unleashed from consumer devices to

identify, track, and locate anything — human, pet, and otherwise.

The ad for Ring’s “Search Party” feature highlighted the doorbell camera’s ability to

scan footage across Ring devices in a neighborhood, using AI analysis to identify

potential canine matches among the many personal devices within the network. 

Amazon Ring already integrates biometric identification, like face recognition, into its

products via features like "Familiar Faces,” which depends on scanning the faces of

those in sight of the camera and matching it against a list of pre-saved, pre-approved

faces. It doesn’t take much to imagine Ring eventually combining these two features:

face recognition and neighborhood searches. 

Ring’s “Familiar Faces” feature could already run afoul of biometric privacy laws in

some states, which require explicit, informed consent from individuals before a

company can just run face recognition on someone. Unfortunately, not all states have

similar privacy protections for their residents. 

Ring has a history of privacy violations, enabling surveillance of innocents and

protestors, and close collaboration with law enforcement, and EFF has spent years

reporting on its many privacy problems.

The cameras, which many people buy and install to identify potential porch pirates or

get a look at anyone that might be on their doorstep, feature microphones that have

been found to capture audio from the street. In 2023, Ring settled with the Federal

Trade Commission over the extensive access it gave employees to personal customer

footage. At that time, just three years ago, the FTC wrote: “As a result of this

dangerously overbroad access and lax attitude toward privacy and security, employees

and third-party contractors were able to view, download, and transfer customers’

sensitive video data for their own purposes.”

The company has made law enforcement access a regular part of its business. As early

as 2016, the company was courting police departments through free giveaways. The

company provided law enforcement warrantless access to people’s footage, a practice

they claimed to cut off in 2024. Not long after, though, the company established

partnerships with major police companies Axon and Flock Safety to facilitate the

integration of Ring cameras into police intelligence networks. The partnership allows

law enforcement to again request Ring footage directly from users without a warrant.

This supplements the already wide-ranging apparatus of data and surveillance feeds

now available to law enforcement. 

This feature is turned on by default, meaning that Ring owners need to go into the

controls to change it. According to Amazon Ring’s instructions, this is how to disable

the “search party” feature: 

1. Open the Ring app to the main dashboard.

2. Tap the menu (☰).

3. Tap Control Center.

4. Select Search Party.

5. Tap Disable Search for Lost Pets. Tap the blue Pet icon next to "Search for Lost

Pets" to turn the feature off for each camera. (You also have the option to

"Disable Natural Hazards (Fire Watch)" and the option to tap the blue Flame

icon next to Natural Hazards (Fire Watch) to turn the feature on or off for each

camera.)

The addition of AI-driven biometric identification is the latest entry in the company’s

history of profiting off of public safety worries and disregard for individual privacy,

one that turbocharges the extreme dangers of allowing this to carry on. People need

to reject this kind of disingenuous framing and recognize the potential end result: a

scary overreach of the surveillance state designed to catch us all in its net.
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