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On the need for a censorship API for legal compliance
reasons in some countries and U.S. states

e To: debian-devel@lists.debian.org

¢ Cc: xdg@lists.freedesktop.org, ubuntu-devel @lists.ubuntu.com, debian-legal@lists.debian.org,
legal@lists.fedoraproject.org, devel@lists.fedoraproject.org

e Subject: On the need for a censorship API for legal compliance reasons in some countries and U.S. states

e From: FloofyWolf <debian-devel-list@floofywolf.net>

e Date: Tue, 3 Mar 2026 20:38:08 -0800

e Message-id: <[ /)] a439f4al-de5a-46af-9103-c79bf92d4888@floofywolf.net>

Recently, a proposal has been made to implement an API for a new California censorship regulation, “On
the unfortunate need for an "age verification" API for legal compliance reasons in some U.S. states”
by Aaron Rainbolt. I believe the approach outlined to be very short-sighted, in that creating a
bespoke API for each of the hundreds of government censorship requirements that debian will presumably
now be following will result in much duplication of effort and an unreliable user experience in which
important censorship restrictions may be missed and not implemented. As such, with people now
supporting the idea that debian should implement government censorship requests, even creating new
standards if needed, I propose the creation of a censorship framework to speed implementation of
current and future censorship regqulations.

On installation, the user will be required to enter their location. This information may be pre-filled
if device location (GPS) or other sources of location data (IP geolocation, selected timezone, etc)
are available. If the user enters a location that does not match any gathered location data, this will
be immediately stored and sent to authorities in both the detected location and the entered location
to alert them of a citizen potentially trying to evade censorship regulations. If the location entered
requires further information, such as whether an encryption license has been acquired, the user’s age,
etc, it will be requested at this point. This process will also be repeated every time a user account
is created, and will require implementation in both graphic and text-based account management
utilities, such as adduser.

This location and user data will be managed by a new daemon, systemd-censord, and stored in an
encrypted form and otherwise protected so as not to be readable or modifiable by any user on the
system. To ensure privacy, great care must be taken to prevent a user from being able to access other
users’' personal information, and to ensure compliance with censorship regulations, no user may be able
to change their location in any fashion which bypasses dedicated utilities, which will perform the
required location validation and discrepancy authority notice functions when the user requests to
change their location, such as for moving house or travel.

Systemd units will be created for every desired censorship function, and will be started based on the
user’'s location. For example, a unit for Kazakhstan will implement the government-required backdoor, a
unit for China will implement keyword scans and web access blocks (more on this later), a unit for
Florida will ban all packages with “trans” in the name (201 packages in current stable distribution),
a unit for Oklahoma will ensure all educational software is compliant with the Christian Holy Bible, a
unit for the entire United States will prevent installation of any program capable of decoding DVD or
BluRay media, and a unit for California will provide the user’'s age to all applications and all web
sites from which applications may be downloaded. As can be seen, multiple units may be started for a
given location.

All communication will be over D-Bus, with each application proactively asking systemd-censord for
permission to perform any operations which may foreseeably be restricted anywhere in the world. A
standardized 1list of permissions will need to be developed, as well as standard personal data fields,
such as user age. Blobs for the storage of media player keys and digital rights management content
could also be added as additional functionality.

Since keyword scanning and web filtering are extremely common government interests, a dedicated daemon
for this function should be created, with kernel hooks to allow inspection of all internal program
structures as well as internet traffic. This daemon can then be started with different filter
configuration files for each systemd unit triggered by the user’s location. To comply with book bans
common in many US states, such as those restricting access to books on LGBTQ[[:alnum:]]* topics or
having non-white characters, this module should also automatically search the filesystem for
prohibited ebook files.

Many packages will need to be altered to include specific functionality relevant to censorship,
including dpkg. For example, installing tor will be prohibited in many countries, and some packages,
like fortunes-off, will be restricted based on the user’s age, as will most games. Web browsers will
have to be patched to send the user’'s age to all websites hosting applications for download.
Encryption packages will have to check if a systemd unit limiting encryption strength is running, and
set their maximum key length, disable features, or send private keys to a specified IP address
determined by the unit.
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To prevent users from bypassing censorship requirements, debian will need to switch to being a binary-
only distribution with signed binaries, signed kernel, and signed kernel modules, with mandatory
secureboot, and controls to prevent any non-signed software from being installed, written, orx
compiled, as any foreign sources of software may fail to query systemd-censord or may fail to respect
the permissions it returns.

On the non-software side, the debian licenses will need to be modified to disallow removal or
alteration of any of these features by derivative distributions - for example, no distribution will be
allowed to ship without systemd because then systemd-censord may not work correctly. In addition, the
licenses for all packaged software will need to be amended to disallow removal of censorship
functionality.

As I'm sure is obvious, if debian is going to comply with government censorship regulations, a
universal framework allowing easy addition of new rules will greatly reduce developer time over
individual ad-hoc implementations of each new freedom restriction. Complying with only one regulation,
such as California’s attempts to prevent minors from accessing unapproved information, makes no sense
when there’s hundreds or thousands of other regulations not currently being complied with. This
framework should ensure all users get to experience their full censorship regime no matter where they
are in the world.

Thanks for reading, and I hope we can work together to help Linux implement as much censorship as
possible!
--Floofy Wolf
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