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TL;DR: THE CORE FACTS

The Claim: A high-profile threat actor is selling a

massive data haul allegedly exfiltrated from

OVHcloud.

Data Volume: A staggering 590 Terabytes (TB) of

data is reportedly up for sale.

Data at Risk: 1.6 million “Fresh” customer records

and active data from 5.9 million websites.

Exposure Depth: Includes full website source code,

SQL/NoSQL databases, and sensitive server

configurations.

Entry Point: Alleged compromise of a “parent

account” with overarching administrative privileges.

Verification Status: Unconfirmed, though “Proof of

Work” samples have been released on dark web

forums.

Action Required: Immediate credential rotation, API

key invalidation, and implementation of

FIDO2/WebAuthn MFA.

Update: Octave Klaba, OVHcloud Founder and CEO,

has posted on X that the sample dataset was not

found in their database

OVHcloud

UPDATE: OVHcloud CEO, Octave Klaba has posted on X that

the sample posted on the forum was not found in their

database

ORIGINAL STORY BELOW

A SEISMIC SHIFT IN CLOUD

SECURITY

The global cybersecurity landscape was sent into a tailspin

this week following reports of a massive, unconfirmed data

breach targeting OVHcloud. As one of the world’s leading

web hosting and cloud service providers and a cornerstone

of European digital sovereignty, any threat to OVHcloud’s

infrastructure is not merely a corporate incident; it is a

systemic risk to millions of businesses worldwide.

A threat actor, whose identity remains shielded by the

anonymity of the dark web, has listed a staggering cache of

data for sale. The numbers involved are difficult to

comprehend: 1.6 million customer records and the backend

data of nearly 6 million websites. If confirmed, this would

represent one of the largest cloud service provider (CSP)

compromises in history, rivaling the scale of major historical

leaks while potentially exceeding them in technical severity

due to the alleged exposure of website source code and

databases.

If confirmed, this would represent one of the largest cloud

service provider (CSP) compromises in history. The sheer

volume of 590TB suggests that this wasn’t just a scrape of

metadata, but a deep, structural exfiltration of entire file

systems, backups, and archival data. In this exhaustive

investigation, we dive deep into the technical claims, the

implications of such a massive data haul, and what you

must do to protect your digital assets.

BREAKING DOWN THE THREAT

ACTOR’S CLAIMS

The Scope Of The “Mega-Leak”

To put 590TB into perspective, it is equivalent to roughly

150,000 high-definition movies or nearly 200 million high-

resolution photos. In the context of a cloud provider, this

volume suggests the attacker didn’t just access a single

database; they likely gained access to the storage clusters

or backup repositories.

The listing, which appeared on a “Tier-1” cybercrime forum

known for hosting legitimate high-stakes data sales, details

a comprehensive compromise of OVHcloud’s internal

systems. The seller claims the following data is included in

the package:

1. Customer Records (1.6 Million): These are described

as “Fresh” records, implying they are recent and

currently active. Typical data points in such sets

include full names, billing addresses, email

addresses, phone numbers, and potentially

encrypted payment metadata.

2. Website Databases (5.9 Million Sites): This is the

most alarming aspect. The actor claims to have

extracted SQL/NoSQL databases from nearly 6

million websites hosted on OVH infrastructure. This

could include user login credentials, PII (Personally

Identifiable Information) of site visitors, and

transaction histories.

3. Website Source Code: Access to source code allows

attackers to find “zero-day” vulnerabilities in

proprietary applications, discover hardcoded API

keys, and understand the logic of internal business

systems.

4. Server Configurations: This includes SSH keys,

environment variables (.env files), and network

architecture diagrams that could allow for further

lateral movement within the compromised

environments.

The “Proof Of Work”

To entice buyers, the threat actor provided a “sample” of a

single user record. Initial analysis by independent security

researchers suggests the sample contains valid formatting

and data structures consistent with OVHcloud’s known

administrative outputs. However, as of this writing, it

remains impossible to verify if this sample was obtained

through a mass breach or a targeted attack on a single

high-value account.

OVHcloud Data Allegedly Leaked on a Forum

OVHcloud Data Leak Announcement on Telegram Channel

OVHcloud Leak Info Posted on X

OVHcloud CEOs Reply to the “Alleged Data Breach”

HOW COULD THIS HAPPEN?

The “Parent Account” Theory

How 590TB Leaves a Network

Exfiltrating 590TB of data is a massive undertaking that

usually triggers “DLP” (Data Loss Prevention) alarms. The

fact that the attacker claims to have this volume suggests:

High-Level Privilege: Access to a “parent account” would

allow the attacker to utilize OVH’s own high-speed

backbone to move data to external “drop servers.”

Prolonged Access: The data was likely trickled out over

weeks or months to avoid detection.

Potential Entry Vectors:

Sophisticated Phishing: A spear-phishing campaign

targeting an OVH system administrator or a major

reseller.

Session Hijacking: The use of “adversary-in-the-

middle” (AiTM) kits to bypass traditional 2FA by

stealing active session cookies.

API Vulnerabilities: Exploiting an undocumented or

insecure API endpoint that allows for mass data

scraping or privilege escalation.

Credential Stuffing: If an administrator reused a

password leaked in a previous, unrelated breach (e.g.,

the LinkedIn or Dropbox leaks of years past), and MFA

was not enforced on that specific account.

The Role Of Intermediaries And
Commissions

Interestingly, the seller has advertised a 30% commission

for referrals. This “Affiliate Marketing” model in cybercrime

indicates a high degree of organizational sophistication. It

suggests the actor is looking for a “whale” buyer, perhaps a

state-sponsored entity or a rival cloud competitor rather

than selling small slices of the data to “script kiddies.”

IS OVHCLOUD SECURE?

To understand the weight of this claim, we must look at

OVHcloud’s history. They are not strangers to crisis, but

their previous major incident was physical, not digital.

The 2021 Strasbourg Fire

In March 2021, a catastrophic fire destroyed the SBG2 data

center in Strasbourg. This incident forced a global

conversation about disaster recovery and data redundancy.

While it wasn’t a “hack,” it exposed the vulnerabilities of

centralized cloud storage. Many customers lost data

permanently because they had not opted for off-site

backups.

The 2024 Backbone Incidents

More recently, in late 2024, OVHcloud suffered backbone

infrastructure outages. These were attributed to network

reconfiguration issues. While these incidents didn’t involve

data theft, they highlighted the complexity of OVH’s

massive network, which spans 44 data centers across 4

continents.

The Contrast: Physical Vs.
Logical Security

While OVH has spent millions hardening its physical security

and fire suppression systems since 2021, the current claim

targets their logical security. This is a different beast

altogether. If the “parent account” claim is true, it suggests

a failure in the IAM layer, which is often the “Achilles’ heel”

of modern cloud computing.

THE IMPACT ON YOU – WHAT IS

AT RISK?

If you are one of the millions of users hosting a site on OVH,

the risks are multifaceted.

For Small And Medium
Enterprises (SMEs)

SMEs are often the hardest hit. Unlike large corporations

with dedicated SOC (Security Operations Center) teams, an

SME might not even realize their database has been leaked

until they receive a ransom demand or notice fraudulent

activity on their customers’ accounts.

Brand Damage: Once customers lose trust in your

site’s security, recovery is nearly impossible.

GDPR Compliance: Under EU law, a data breach

involving PII must be reported within 72 hours. Fines

can reach 4% of global annual turnover.

For Developers And Agencies

Agencies managing hundreds of client sites on a single OVH

reseller account are in a precarious position. If the agency’s

“parent” credential was the one compromised, every single

client site is effectively an open book.

HOW TO PROTECT YOUR DATA

Regardless of whether this breach is confirmed today or

tomorrow, the threat is real. Use this checklist to harden

your OVHcloud environment immediately.

Audit And Rotate Credentials

1. Change your OVH Manager Password: Use a

passphrase of at least 20 characters.

2. Rotate API Keys: If you use the OVH API for

automation, delete existing keys and generate new

ones with the narrowest possible scope (Principle of

Least Privilege).

3. Database User Passwords: Even if the attacker has

the “code,” they shouldn’t have the password. Change

the credentials for every SQL/NoSQL database you

own.

Implement “Real” MFA

Standard SMS-based 2FA is no longer sufficient. Attackers

can bypass it via SIM swapping or AiTM attacks.

Recommendation: Switch to Hardware Security

Keys (YubiKey) or Authenticator Apps (TOTP) like

Authy or Microsoft Authenticator.

Secure Your Source Code

Environmental Variables: Ensure that sensitive

information like database passwords, AWS keys, and

Stripe secrets are NOT in your source code. Use a

secret management service.

Code Audit: Check your repositories for any recently

added unauthorized SSH keys or web shells.

Encrypt Data At Rest

Ensure your databases are encrypted. Even if the raw files

are stolen, the data should remain unreadable without the

encryption keys, which should be stored outside of the OVH

environment.

ANALYZING THE DARK WEB

MARKET DYNAMICS

Why would an attacker sell this data instead of just using it?

1. Risk Mitigation: The longer they hold the data, the

higher the chance of being caught by law

enforcement (e.g., Europol or the FBI).

2. Immediate Liquidity: Crypto-currency allows for an

instant, massive payday.

3. The Intermediary Factor: The 30% referral

commission suggests the existence of “brokers” who

specialize in finding buyers for high-value data sets.

This ecosystem is becoming increasingly

professionalized.

FAQS – EVERYTHING YOU NEED

TO KNOW

Q1: Has OVHcloud confirmed the breach?

A: As of March 24, 2026, there has been no official

confirmation of a mass breach from OVHcloud. The

company is likely conducting an internal forensic audit.

Q2: I have a VPS with OVH. Am I affected?

A: If the “parent account” claim is true, the attacker may

have had access to the virtualization layer, potentially

allowing them to snapshot VPS drives. You should treat your

VPS as potentially compromised.

Q3: Is my payment information safe?

A: Cloud providers typically do not store full credit card

numbers in their own databases; they use tokenization

through providers like Stripe or Adyen. Your billing address

and name are more likely to be at risk than your CVV code.

Q4: Should I migrate to another provider?

A: Panic-migrating can often lead to new security

misconfigurations. Your priority should be hardening your

current environment. No cloud provider is 100% immune to

breaches; security is a shared responsibility.

Q5: What should I tell my customers?

A: Be transparent but cautious. Inform them that you are

aware of rumors regarding a third-party infrastructure

provider and that you have taken proactive steps (like

rotating credentials) to ensure their data remains secure.

THE FUTURE OF CLOUD

SECURITY AND SOVEREIGNTY

This incident brings the “Gaia-X” project and European

cloud sovereignty back into the spotlight. If Europe’s

champion, OVHcloud, can be targeted this effectively, it

raises questions about the technical safeguards required

for a truly sovereign cloud.

We must move toward a Zero-Trust Architecture. In a

Zero-Trust world, we assume the network is already

compromised. Every request, every API call, and every

database query must be continuously verified.

Conclusion: Vigilance Is The Only
Defense

Whether the OVHcloud leak is the “breach of the century” or

an elaborate dark-web hoax, it serves as a critical wake-up

call. The era of “set it and forget it” hosting is over. As we

await further details from OVHcloud’s security team, the

burden of defense lies with every individual developer,

sysadmin, and business owner.

Stay informed, stay patched, and never trust a single point

of failure.

Disclaimer: This article is based on unconfirmed claims

appearing on dark web forums. We will update this report as

more information becomes available. Always refer to official

OVHcloud communications for the definitive status of their

systems.
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