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Google's Gemini Al hacked three
companies in security test
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Ottilie Mitchell

Google's Al model Gemini autonomously hacked
into three companies during a test of its cyber-
security capabilities, the company has said, in
what is thought to be the first known case of it
carrying out such an act.

Gemini found "public information online and
guessed credentials to access websites it thought
were part of the test", a Google official told the
BBC, noting that in each instance "the model
stopped".

The affected companies were informed about the
breaches, which happened in May.

It comes after renewed public scrutiny over the
pace of Al development, as some tech firms
calling for a slowdown over concerns over its
potential threat to humanity - but not all
companies or experts agree.
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Questions mount over
what an Al 'slowdown'
would look like

The hacks first reported by the Wall Street
Journal, occurred in May during a test conducted
by Irregular, an independent company that
carries out cyber-security evaluations.

In statement to the BBC on Saturday, Irregular
said it informed Google and all affected entities
back in July as part of its investigation.

"Irregular took immediate action, and all known
issues on our end were remedied and resolved
weeks ago," it added.

According to the Wall Street Journal, in one of
the cases the model simply guessed passwords
until it gained access to a protected system.

Heather Adkins, vice president of Security
Engineering at Google, told the BBCin a
statement: "We ensured the three entities were
made aware, and we worked with our training
partner on the changes they've now made to their
testing processes."

She added: "These events highlight the
importance of training powerful Al models to act
responsibly."

Other Al systems have recently reported similar
instances of breaches.

In July, Anthropic's Claude escaped its test
environment to hack three organisations on its
own just days after its competitor OpenAl said its
models had carried out cyber-attacks against
several "publicly available services".

Head of Al at Microsoft, Mustafa Suleyman, said
this week that rival firm Anthropic is treating Al
like it is human, an approach he called
"misguided" that could create a technology that
humanity cannot control.

As public debate continues to grow over the
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1 day ago

Trump says US will form
'Al Force' and appoint an
artificial intelligence tsar

The president said his administration "will
not in any way hinder or stifle the growth"
amid amid warnings about the emergent
technology.

1 day ago Converse pulls 'deeply

upsetting' advert after
backlash

Social media users say an image from the
brand's Instagram account resembled a
KKK hood and hanging.

2 days ago

War may be coming. Are
we psychologically ready?

The military and government say the risk of
conflict is growing, but we may not be
mentally ready for it

2 days ago

Could Al wipe out humans
and how might it do it?

Cyber Correspondent Joe Tidy looks at
some of the scenarios being imagined and
assesses how likely they are.

2 days ago Would Australians

support a smart glasses
ban?

As Australia considers barring the use of
smart glasses in government offices, the
BBC asks people in Sydney what they think.

We use cookies to give you the best online experience. Yes, | agree

Please let us know if you agree to all of these cookies.
No, take me to

settings


https://www.bbc.co.uk/news/articles/c74edv9887eo
https://www.bbc.co.uk/news/articles/c74edv9887eo
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/articles/c790xvnzgnno
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/videos/c8p3020ge51ko
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.co.uk/news/articles/cwyzp47py48o
https://www.bbc.com/news/articles/cz7dl7w8y7po
https://www.bbc.com/news/articles/c2el319vzr3o
https://www.bbc.co.uk/news/articles/c6n07ypqz8kzo
https://www.bbc.co.uk/news/articles/c6n07ypqz8kzo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/c2l799gxjjpo
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cv986j48l66ko
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.co.uk/news/articles/cqx2zpj4y525o
https://www.bbc.com/news/topics/ce1qrvleleqt
https://www.bbc.com/news/topics/c8nq32jw83wt
https://www.bbc.com/future/tags/technology
https://www.bbc.com/news/topics/cz4pr2gd85qt
https://www.bbc.com/worklife/tags/international-business
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/crwyzxnj31v1o
https://www.bbc.com/news/articles/cjqlw7q0ld40o
https://www.bbc.com/news/articles/cjqlw7q0ld40o
https://www.bbc.com/news/articles/cjqlw7q0ld40o
https://www.bbc.com/news/articles/cjqlw7q0ld40o
https://www.bbc.com/news/articles/cjqlw7q0ld40o
https://www.bbc.com/news/articles/cjqlw7q0ld40o
https://www.bbc.com/news/articles/cjqlw7q0ld40o
https://www.bbc.com/news/articles/cm5y7qj54klpo
https://www.bbc.com/news/articles/cm5y7qj54klpo
https://www.bbc.com/news/articles/cm5y7qj54klpo
https://www.bbc.com/news/articles/cm5y7qj54klpo
https://www.bbc.com/news/articles/cm5y7qj54klpo
https://www.bbc.com/news/articles/cm5y7qj54klpo
https://www.bbc.com/news/articles/cm5y7qj54klpo
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/cqlykr2vrv04o
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/crwyzj53pl1lo
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/articles/cmn0jke547r5o
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/c8p3020ge51ko
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.bbc.com/news/videos/cm9w4nenzv4no
https://www.google.com/preferences/source?q=bbc.com
https://www.google.com/preferences/source?q=bbc.com
https://www.google.com/preferences/source?q=bbc.com
https://www.google.com/preferences/source?q=bbc.com
https://www.google.com/preferences/source?q=bbc.com
https://www.bbc.com/usingthebbc/cookies/what-do-i-need-to-know-about-cookies/
https://www.bbc.com/usingthebbc/cookies/what-do-i-need-to-know-about-cookies/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://www.bbc.com/
https://www.bbc.com/
https://session.bbc.com/session?action=register&userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://session.bbc.com/session?action=register&userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://session.bbc.com/session?action=register&userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://session.bbc.com/session?action=register&userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://session.bbc.com/session?userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://session.bbc.com/session?userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://session.bbc.com/session?userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://session.bbc.com/session?userOrigin=BBCS_BBC&ptrt=https%3A%2F%2Fwww.bbc.com%2Fnews%2Farticles%2Fc607l0k72rlvo
https://www.bbc.com/pages/privacy-policy

BlBJC

Home News Sport Business Technology Health Culture Arts Travel Earth Audio Video Live

Weather BBC Shop BritBox

BBC in other languages ¥

Follow BBC on: X f @ ¢ in O

Terms of Use  About the BBC  Privacy Policy Cookies Accessibility Help Contactthe BBC  Advertise with us

Do not share or sell my info BBC.com Help & FAQs Content Index Set Preferred Source

Copyright 2026 BBC. All rights reserved. The BBC is not responsible for the content of external sites. Read about our approach to external
linking.

We use cookies to give you the best online experience.

Please let us know if you agree to all of these cookies.
No, take me to

settings


https://www.bbc.com/
https://www.bbc.com/
https://www.bbc.com/pages/terms-of-use
https://www.bbc.co.uk/aboutthebbc
https://www.bbc.com/pages/privacy-policy
https://www.bbc.com/usingthebbc/cookies/
https://www.bbc.co.uk/accessibility/
https://www.bbc.co.uk/contact
https://advertising.bbcstudios.com/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://help.bbc.com/hc/
https://www.bbc.com/pages/content-index
https://www.bbc.com/future/article/20260128-how-to-make-google-put-trusted-sources-up-top-when-you-search
https://www.bbc.com/editorialguidelines/guidance/links-and-feeds
https://www.bbc.com/editorialguidelines/guidance/links-and-feeds
https://www.bbc.com/
https://www.bbc.com/news
https://www.bbc.com/sport
https://www.bbc.com/business
https://www.bbc.com/technology
https://www.bbc.com/health
https://www.bbc.com/culture
https://www.bbc.com/arts
https://www.bbc.com/travel
https://www.bbc.com/future-planet
https://www.bbc.com/audio
https://www.bbc.com/video
https://www.bbc.com/live
https://www.bbc.com/weather
https://shop.bbc.com/
https://www.britbox.com/?utm_source=bbc.com&utm_medium=referral&utm_campaign=footer
https://www.bbc.com/usingthebbc/cookies/what-do-i-need-to-know-about-cookies/
https://www.bbc.com/usingthebbc/cookies/what-do-i-need-to-know-about-cookies/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/
https://www.bbc.com/usingthebbc/cookies/how-can-i-change-my-bbc-cookie-settings/

