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UK installs Al facial scanning technology at
residence halls

Officials say the system is meant to improve safety and prevent tailgating into dorms

UK installs Al facial scanning technology at residence halls
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LEXINGTON, Ky. (WKYT) - The University of Kentucky is installing artificial intelligence facial scanning
technology on several campus buildings.

The technology, called Rock, is made by Alcatraz Al. It allows students to gain entry to some buildings by
having their face scanned instead of using a key card.

How the technology works

Alcatraz Al CEO Tina D’Agostin said the badge technology most campuses use today is 30 years old.

“The badge, what most campuses are using today is a 30-year-old technology. Its only knows that someone
brought a card to the door and that’s where it stops,” D’Agostin said.

D’Agostin said the black box installed outside doors creates a digital map of a person’s face, similar to Apple
Face ID. She said images of faces are not stored, only the mathematical layout of them.

“We don't have any names or personal identifiers, other than the facial biometric profile that we take, which
again, is nothing more than a mathematical equation. You're zeros and ones to us once you've been scanned,’
D'Agostin said.

University’s response

In a statement to WKYT, the University of Kentucky said security technologies like these are part of UK’s
broader commitment to campus safety. The university said the technology is optional and that many students
have enrolled to use it.

D’Agostin said the technology helps prevent tailgating, which is when an unauthorized person gains access
inside a building by following closely behind someone who scans their way in.

“Many times when bad actors have entered dorms when there was an active shooter or whether it was to
physically assault a female, they actually entered by tailgating, and so many campuses have sought us to
provide that intelligence at the door, to empower their security teams to help detect when this incident occurs
so they can react to it in real time,” D’Agostin said.
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Student reactions

Three of the four students interviewed on campus said they had no idea the technology was being installed.
Reactions were mixed.

“I like it just becaus 1eir students safe,”

said student Jacob
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“I just know Al is kir some controversy,’

said student Kate P Your personal data will be processed and information from your device
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Test trial details

The technology is in a two-week test trial. Scanners are being installed at Woodland Glen IV and Kirwan-
Blanding halls. UK says the technology is also used at research labs on campus.
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Missing Laurel County 12-year-old found safe

Kentucky National Guard’'s Mountain Warriors hold departure ceremony

® Fans celebrate as Kentucky beats No. 9 Texas A&M

Man arrested, charged with murder following barn fire

3 jockeys hospitalized, 1 horse euthanized after 6-horse accident during
race at Churchill Downs

® ICE detains KSU basketball player, paper reports

(® He thought he hooked a bass. Instead, a teen shattered a 9-year state
record

Latest News

® Winner of $167 million Ky. Powerball arrested for second time in 2
months

® ‘Inappropriate’ Al image allegations prompt Henderson student
investigation

® Gov. Beshear administration secures $17M in funding for mental
health services

Mount Sterling and Winchester Flock camera vandalism case
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(® Man arrested after Flock cameras damaged in several Ky. cities,
police say
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