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Facebook Onion

Website type Social network

Available in Multiple

Website facebookwkhpilnemxj7asaniu7vnjj
biltxjqhye3mhbshg7kx5tfyd.onion

 (Accessing link help)[1][2]

Commercial Yes

Registration Yes

Users >1,000,000/month (as of
April 2016)[3]

From Wikipedia, the free encyclopedia

The Facebook onion address[2][1] (formerly
facebookcorewwwi.onion) is a site that allows access to
Facebook through the Tor protocol, using its .onion top-level
domain.[3][4]

Purported benefits [ edit ]

Prior to the release of an official .onion domain, accessing
Facebook through Tor would sometimes lead to error
messages and inability to access the website.[3] ProPublica
explicitly referenced the existence of Facebook's .onion site
when they started their own onion service.[5]

The site also makes it easier for Facebook to differentiate between accounts that have been caught up in a
botnet and those that legitimately access Facebook through Tor.[6] As of its 2014 release, the site was still in
early stages, with much work remaining to polish the code for Tor access. It has been speculated that other
companies will follow suit and release their own Tor-accessible sites.[6]

History [ edit ]

In October 2014, Facebook announced[7] that users could connect to the website through a Tor onion
service using the privacy-protecting Tor browser and encrypted using HTTPS.[8][9][10] Announcing the
feature, Alec Muffett said, "Facebook's onion address provides a way to access Facebook through Tor
without losing the cryptographic protections provided by the Tor cloud. ... it provides end-to-end
communication, from your browser directly into a Facebook datacentre."[8] The network address it used at
the time – facebookcorewwwi.onion – is a backronym that stands for Facebook's Core WWW
Infrastructure.[7]

In April 2016, it had been used by over 1 million people monthly, up from 525,000 in 2015.[3] Google does
not operate sites through Tor, and Facebook has been applauded for allowing such access,[11] which makes
it available in countries that actively try to block Facebook.[12]

In May 2021, it updated to an onion version 3 address at
facebookwkhpilnemxj7asaniu7vnjjbiltxjqhye3mhbshg7kx5tfyd.onion.[1][2] This was due to the Tor Project's
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planned July 2021 deprecation of v2 addresses due to their inherent crackability using brute-force attacks by
modern hardware that did not exist at the time of their introduction (many private keys are known to equal
the same v2 address due to a hash collision).[13]

References [ edit ]

1. ^ a b c "Facebook over Tor" . Facebook. Retrieved May 24, 2021.

2. ^ a b c "Facebook onion-service" .

3. ^ a b c d Hoffman, William (April 22, 2016). "Facebook's Dark Web .Onion Site Reaches 1 Million Monthly Tor
Users" . Inverse.

4. ^ "Facebook Releases Special Link for Tor" . PCMAG. Retrieved May 9, 2016.

5. ^ Tigas, Mike (January 13, 2016). "A More Secure and Anonymous ProPublica Using Tor Hidden Services" .
ProPublica.

6. ^ a b Braga, Matthew (November 10, 2014). "Why Facebook Is Making It Easier to Log On with Tor—and Other
Companies Should, Too" . Fast Company. Retrieved May 22, 2016.

7. ^ a b Muffett, Alec (October 31, 2014). "Making Connections to Facebook more Secure" . Protect the Graph.
Facebook. Retrieved December 4, 2014.

8. ^ a b Lemos, Robert (October 31, 2014). "Facebook offers hidden service to Tor users" . Ars Technica.
Retrieved October 31, 2014.

9. ^ arma (October 31, 2014). "Facebook, hidden services, and https certs" . Tor Project.

10. ^ Duckett, Chris (October 31, 2014). "Facebook sets up hidden service for Tor users" . ZDNet.

11. ^ "The Torist: How to read a secret magazine on the darknet" . The Indian Express. April 10, 2016.
12. ^ "Facebook opens up to Tor users with new secure .onion address" . BetaNews. November 1, 2014. Retrieved

May 9, 2016.

13. ^ Antonela; Peel, Emma (June 16, 2021). "V2 Onion Services Deprecation" . Tor Project Official Website.
Archived from the original on June 10, 2021. Retrieved June 16, 2021.

External links [ edit ]

Official Tor site  (Accessing link help)

Meta Platforms

Tor onion services

Categories: Culture of Facebook American websites Tor onion services
2014 establishments in the United States Internet properties established in 2014

https://foundation.wikimedia.org/wiki/Special:MyLanguage/Policy:Privacy_policy
https://en.wikipedia.org/wiki/Wikipedia:About
https://en.wikipedia.org/wiki/Wikipedia:General_disclaimer
https://en.wikipedia.org/wiki/Wikipedia:Contact_us
https://foundation.wikimedia.org/wiki/Special:MyLanguage/Legal:Wikimedia_Foundation_Legal_and_Safety_Contact_Information
https://foundation.wikimedia.org/wiki/Special:MyLanguage/Policy:Universal_Code_of_Conduct
https://developer.wikimedia.org/
https://stats.wikimedia.org/#/en.wikipedia.org
https://www.mediawiki.org/wiki/Special:MyLanguage/Parsoid
https://en.wikipedia.org/wiki/Wikipedia:Text_of_the_Creative_Commons_Attribution-ShareAlike_4.0_International_License
https://foundation.wikimedia.org/wiki/Special:MyLanguage/Policy:Terms_of_Use
https://foundation.wikimedia.org/wiki/Special:MyLanguage/Policy:Privacy_policy
https://wikimediafoundation.org/
https://en.wikipedia.org/wiki/Template:Meta_Platforms
https://en.wikipedia.org/wiki/Template_talk:Meta_Platforms
https://en.wikipedia.org/wiki/Special:EditPage/Template:Meta_Platforms
https://en.wikipedia.org/wiki/Template:Tor_onion_services
https://en.wikipedia.org/wiki/Template_talk:Tor_onion_services
https://en.wikipedia.org/wiki/Special:EditPage/Template:Tor_onion_services
https://en.wikipedia.org/wiki/Brute-force_attack
https://en.wikipedia.org/wiki/Hash_collision
https://en.wikipedia.org/w/index.php?title=Facebook_onion_address&action=edit&section=3
https://www.facebook.com/facebookcorewwwi/posts/3727741430665883
https://www.facebook.com/onion-service
https://www.inverse.com/article/14672-facebook-s-dark-web-onion-site-reaches-1-million-monthly-tor-users
https://www.inverse.com/article/14672-facebook-s-dark-web-onion-site-reaches-1-million-monthly-tor-users
https://www.pcmag.com/article2/0,2817,2471389,00.asp
https://www.propublica.org/nerds/item/a-more-secure-and-anonymous-propublica-using-tor-hidden-services
https://www.fastcompany.com/3038249/why-facebook-is-making-it-easier-to-log-on-with-tor-and-other-companies-should-too
https://www.fastcompany.com/3038249/why-facebook-is-making-it-easier-to-log-on-with-tor-and-other-companies-should-too
https://www.facebook.com/notes/protect-the-graph/making-connections-to-facebook-more-secure/1526085754298237
https://arstechnica.com/security/2014/10/facebook-offers-hidden-service-to-tor-users/
https://blog.torproject.org/blog/facebook-hidden-services-and-https-certs
https://en.wikipedia.org/wiki/Tor_Project
https://www.zdnet.com/article/facebook-sets-up-hidden-service-for-tor-users/
https://en.wikipedia.org/wiki/ZDNet
http://indianexpress.com/article/technology/social/how-to-read-a-secret-magazine/
http://betanews.com/2014/11/01/facebook-opens-up-to-tor-users-with-new-secure-onion-address/
https://web.archive.org/web/20210610164604/https://support.torproject.org/onionservices/#diff-b3587219df4f13f72e557a03d6dad5d0fb3cfc633555c8edc91526a09c06e1d1
https://en.wikipedia.org/w/index.php?title=Facebook_onion_address&action=edit&section=4
http://facebookwkhpilnemxj7asaniu7vnjjbiltxjqhye3mhbshg7kx5tfyd.onion/
https://en.wikipedia.org/wiki/Tor_(network)
https://en.wikipedia.org/wiki/Tor_(network)
https://en.wikipedia.org/wiki/Tor_(network)#Tor_Browser
https://en.wikipedia.org/wiki/Meta_Platforms
https://en.wikipedia.org/wiki/Tor_(network)#Onion_services
https://en.wikipedia.org/wiki/Help:Category
https://en.wikipedia.org/wiki/Category:Culture_of_Facebook
https://en.wikipedia.org/wiki/Category:American_websites
https://en.wikipedia.org/wiki/Category:Tor_onion_services
https://en.wikipedia.org/wiki/Category:2014_establishments_in_the_United_States
https://en.wikipedia.org/wiki/Category:Internet_properties_established_in_2014


Cookie statement Mobile view

https://foundation.wikimedia.org/wiki/Special:MyLanguage/Policy:Cookie_statement
https://en.wikipedia.org/w/index.php?title=Facebook_onion_address&mobileaction=toggle_view_mobile
https://www.wikimedia.org/
https://www.mediawiki.org/

